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Abstract: The rapid adoption of large language models (LLMs) in cybersecurity has created a growing need for evaluation
methods that reflect operational risk rather than isolated language capability. Existing cybersecurity benchmarks assess
useful dimensions such as factual knowledge, vulnerability analysis, secure coding, penetration testing, and threat
intelligence reasoning, but many remain limited by static datasets, weak diagnostic granularity, limited adversarial testing,
and insufficient attention to human-Al decision-making. This survey analyzes recent LLM cybersecurity benchmarks
through three evaluation paradigms: knowledge-oriented, task-oriented, and holistic evaluation. From this analysis, we
identify five recurring gaps between benchmark performance and real-world cybersecurity risk: knowledge-reasoning
mismatch, capability-risk separation, limited failure attribution, staticity and contamination, and adversarial fragility. To
address these gaps, we introduce the Reflective and Iterative Retrieval-Augmented Generation (RIRAG) framework, a
dynamic and risk-aware evaluation architecture for cybersecurity LLMs. RIRAG combines continuously updated
cybersecurity knowledge, retrieval- and generation-specific metrics, diagnostic logging, independent evaluation,
adversarial red teaming, operational risk scoring, and human-Al teaming assessment. The framework is specified through
design principles, formal components, implementation guidance, and illustrative case studies. Rather than presenting
RIRAG as a validated production system, this article defines a falsifiable empirical validation protocol for future study.
The central contribution is a survey-grounded reference architecture for evaluating cybersecurity LLMs as evolving,

adversarially exposed, and human-interactive systems.
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INTRODUCTION

Large Language Models (LLMs) are rapidly
becoming integral to modern cybersecurity, supporting
Security Operations Center (SOC) operations, cyber
threat intelligence, vulnerability assessment, secure
software development, and incident response [1].
Commercial platforms such as Microsoft’'s Copilot for
Security and Google’s Gemini in Security further
illustrate their growing role as decision-support
systems that augment human analysts [2-5].

The same capabilities also create new security risks.

LLMs are vulnerable to prompt injection, jailbreak
attacks, and training- or retrieval-data poisoning, while
simultaneously enabling offensive tasks such as
reconnaissance, phishing, malware development, and
exploit generation [6—13]. Recent studies further
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demonstrate that coordinated LLM agents can identify
and exploit both one-day and previously unknown
vulnerabilities with minimal human intervention [14-16].

This dual-use nature makes rigorous evaluation
essential. Strong performance on general language
benchmarks does not necessarily translate into reliable
behavior in operational cybersecurity environments,
where decisions are adversarial, time-sensitive, and
safety-critical. Evaluation must therefore extend
beyond language capability to measure robustness,
operational effectiveness, and human-Al collaboration.

Why Specialized Evaluation Matters

The rapid adoption of LLMs has been accompanied
by an equally rapid expansion of evaluation
benchmarks. General-purpose benchmarks such as
GLUE, MMLU, and HELM remain valuable for
measuring language understanding and reasoning
[17-19], but they provide only limited insight into
cybersecurity tasks, which require procedural
reasoning, code understanding, multi-stage attack
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analysis, and decision making under adversarial
conditions [10,20].

To address this gap, researchers have developed
cybersecurity-specific benchmarks covering
vulnerability detection, malware analysis, penetration
testing, cyber threat intelligence, secure code
generation, SOC workflows, and agentic cyber
operations [1,5,10,21]. These benchmarks provide a
richer assessment of model behaviour but remain
limited. Many emphasize factual knowledge over
procedural reasoning, rely on static datasets that
quickly become outdated, or evaluate models in
isolation despite real deployments increasingly
combining retrieval systems, external tools,
autonomous agents, and human analysts.

Another challenge is that benchmark development
has largely followed, rather than guided, operational
deployment. As a result, benchmark scores often
provide only limited evidence of operational robustness,
adversarial resilience, or deployment risk [2,4,9,20,22].
Future cybersecurity evaluation should therefore
assess LLMs as components of operational systems,
incorporating realistic workflows, evolving knowledge
sources, adversarial behaviour, human-Al
collaboration, and the resilience of the evaluation
process itself.

SCOPE AND THESIS

The literature on LLM cybersecurity benchmarking
has expanded rapidly, yet existing surveys primarily
focus on individual benchmark collections or specific
application domains. A comprehensive synthesis that
connects benchmark design with operational
cybersecurity requirements remains limited.

This survey addresses that gap by organizing the
literature into three complementary paradigms:
knowledge-oriented, task-oriented, and holistic
benchmarks. We analyze their assumptions,
methodologies, strengths, and limitations, identify five
structural gaps between benchmark performance and
operational cybersecurity risk, and introduce the
Reflective  and  lterative  Retrieval-Augmented
Generation (RIRAG) framework as a methodology for
more adaptive, risk-aware cybersecurity evaluation.

The contribution of this article is deliberately
analytical and architectural rather than experimental. It
is a survey combined with a reference architecture: a
criterion-based taxonomy of the field, a derivation of
design requirements from documented failure modes,
a formally specified evaluation framework grounded in
those requirements, and a falsifiable validation protocol

(Section 9) that states the hypotheses, datasets,
baselines, and analyses by which the framework’s
claims can be tested. Prototype implementation and
the experimental execution of that protocol are
explicitly scoped as future work; the framework should
therefore be read as a specification against which
empirical results can later be judged, not as a validated
production system.

CONTRIBUTIONS

This paper makes the following contributions:

1. Presents a criterion-based taxonomy of LLM
cybersecurity benchmarks organized into
knowledge-oriented, task-oriented, and holistic
evaluation paradigms, with explicit inclusion
criteria, a defined classification dimension, and
rules for resolving boundary cases (Section 3.1).

2. Develops a threat model for LLM-assisted
cybersecurity systems, identifies five structural
gaps separating current benchmark
performance from operational cybersecurity risk,
and derives from each gap an explicit design
requirement together with the alternative
designs considered and rejected (Section 4.5).

3. Introduces the RIRAG framework, including
the evaluation-theoretic foundations of its seven
design principles (Section 5.1), its formal
specification, algorithms, evaluation metrics, and
four extensions covering adversarial red teaming,
operational risk assessment, human—Al teaming

evaluation, and knowledge-graph-enhanced
retrieval.
4. Provides an implementation blueprint and

four end-to-end case studies demonstrating the
proposed evaluation methodology.

5. Defines a falsifiable validation protocol and
research agenda, stating the hypotheses,
datasets, baselines, and validity controls for
future empirical study of the framework, together
with deployment considerations and ethical
challenges.

Paper Organization

The remainder of this article is organized as follows.
Section 2 reviews the technical foundations, threat
model, and survey methodology. Section 3 presents
the benchmark taxonomy together with its construction
criteria. Section 4 analyzes current evaluation gaps
and derives the design requirements that follow from
them. Section 5 introduces the RIRAG framework - its
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theoretical foundations, design principles, notation, and
the coupled Knowledge and Evaluation Circuits.
Section 6 presents the framework’s four extensions:
adversarial red teaming, operational risk modeling,
human—Al teaming, and graph-enhanced retrieval with
active learning. Section 7 describes the implementation
blueprint, case studies, and failure diagnostics. Section
8 discusses deployment scenarios and the attack—
defense landscape, and Section 9 defines the empirical
validation protocol. Section 10 positions RIRAG within
related work, Section 11 discusses limitations, ethics,
and future directions, and Section 12 concludes.

Foundations

LLM cybersecurity evaluation is shaped by three
closely related technologies: the language models
themselves, retrieval-augmented generation (RAG),
and agentic systems. Each introduces distinct
capabilities, failure modes, and attack surfaces that
influence how cybersecurity benchmarks should be
designed. This section reviews these foundations,
presents a threat model for LLM-assisted cybersecurity
systems, and outlines the methodology used to identify
and analyze the surveyed benchmarks.

Large Language Models

Large Language Models (LLMs) have become the
foundation of Al-assisted cybersecurity because they
support a broad range of language-intensive security
tasks without task-specific model redesign. Their
evaluation differs from that of conventional machine
learning systems because performance depends
heavily on previously observed data rather than explicit
rules.

Two characteristics are particularly important for
cybersecurity benchmarking. First, LLM competence is
largely distributional and interpolative: models perform
well on tasks resembling patterns seen during training
but often struggle with novel vulnerabilities, unfamiliar
attack techniques, or long-horizon reasoning. Second,
outputs are inherently non-deterministic; small
changes in prompts or code structure can produce
substantially different responses. Consequently,
single-run accuracy provides only a partial view of
model performance, while benchmarks that ignore
robustness to prompt or code variations are likely to
overestimate capability [20].

Training-data contamination presents an additional
challenge. Publicly released benchmark datasets may
later appear in model training corpora, inflating
benchmark scores without improving generalization.

This problem is especially important in cybersecurity,
where knowledge evolves rapidly. Distinguishing
genuine reasoning from memorized knowledge has
therefore become an important consideration in
benchmark design.

Retrieval-Augmented Generation

Retrieval-Augmented Generation (RAG) extends
an LLM’'s parametric knowledge by incorporating
evidence retrieved from external knowledge sources
during inference [23]. Because cybersecurity
knowledge changes continuously, retrieval enables
systems to incorporate newly disclosed vulnerabilities,
threat intelligence, and defensive guidance without
retraining the underlying model.

RAG fundamentally changes evaluation because
system performance depends on both the retriever and
the language model. Retrieval failures occur when
relevant evidence is not retrieved, whereas generation
failures arise when retrieved evidence is ignored or
interpreted incorrectly. Distinguishing these failure
modes is essential for diagnosing system behaviour.
Frameworks such as RAGAS [24] address this problem
through reference-free metrics including faithfulness,
answer relevance, and context relevance.

Retrieval also introduces an additional attack
surface. By poisoning the external knowledge source,
an adversary can manipulate generated responses
without modifying model parameters. This threat has
important implications for the design of trustworthy
cybersecurity benchmarks and motivates the threat
model presented in the following subsection.

Agentic Systems

Modern cybersecurity increasingly relies on LLM
agents that combine language models with planning,
memory, tool use, and iterative execution to perform
complex tasks. Unlike single-turn interactions, these
systems maintain state across multiple reasoning steps
and adapt their behaviour based on intermediate
observations, enabling more sophisticated offensive
and defensive workflows.

Agentic architectures are now used for both
automated penetration testing and defensive security
operations. Systems such as PentestGPT maintain
persistent execution state throughout penetration-
testing sessions, while multi-agent frameworks have
demonstrated the ability to discover and exploit both
one-day and previously unknown vulnerabilities
through  planner—executor coordination [15,16].
Defensive agents similarly support threat intelligence,
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Table 1: Threat model for LLM-in-the-loop security systems and the corresponding RIRAG safeguards.

Attack surface

Attacker capability

Effect on the evaluation or
defense pipeline

RIRAG safeguard

Prompt manipulation

Controls part of the model input
through direct jailbreaking or
indirect prompt injection [6-8].

Hijacks the Evaluator Agent or
another framework agent, bypasses
safety controls, or corrupts
evaluation judgments.

Continuous adversarial testing
through the red-team loop (Section
6.1) and injection-aware prompt
construction (Section 5.6).

Injects malicious or misleading
documents into the indexed
knowledge corpus [9,27].

Retrieval poisoning

Steers retrieval and generation
without modifying model parameters
and may corrupt the evidence
treated as trusted context.

Validator consistency and confidence
scoring, source-provenance hashing,
quarantine support, and HITL review
as a security boundary (Section 5.5).

Introduces poisoned examples,
labels, or corrections into the fine-
tuning dataset [28].

Training poisoning

Degrades model alignment,
introduces persistent errors, or
implants hidden behavior in
retrained framework agents.

Human-validated labels, active-
learning audit sampling (Section 6.4),
training-data provenance, held-out
gold evaluation, and rollback of
regressive updates.

evidence validation, incident response, and benchmark
evaluation.

Evaluating agentic systems is more challenging
than evaluating conventional LLMs because
performance depends on planning, memory, tool use,
and recovery from intermediate failures in addition to
reasoning quality. As errors may arise at any stage of a
multi-step workflow, end-to-end success rates alone
provide limited diagnostic value, making trajectory-
level evaluation essential.

Threat Model

Evaluation frameworks built on LLMs, retrieval
systems, and continuously updated external
knowledge inherit the attack surfaces of each
component. We consider an adversary A whose
objective is to manipulate an LLM-assisted
cybersecurity system—whether deployed operationally
or used for benchmarking to produce incorrect, unsafe,
or attacker-controlled outputs. Table 1 summarizes
three principal attack surfaces.

(1) Inference-time prompt manipulation. The
adversary controls part of the model input
through direct jailbreaking, which attempts to
bypass safety mechanisms [7,25], or indirect
prompt injection, where malicious instructions
are embedded within external content such as
web pages, log files, or CVE descriptions [6,8].
Recent studies show that adaptive attackers
routinely bypass static defenses, making
continuous robustness assessment essential
[26].

(2) Retrieval-corpus poisoning. Retrieval-
Augmented Generation (RAG) introduces a
second attack surface because manipulation of
the knowledge corpus can directly influence
retrieved evidence and model outputs.

PoisonedRAG demonstrates that injecting only a
small fraction of malicious documents can
substantially increase attack success rates
[9,27]. Since cybersecurity systems increasingly
rely on continuously updated threat intelligence,
retrieval validation becomes both a quality-
assurance process and a security control.

(3) Training- and fine-tuning-time poisoning.
Systems that periodically retrain models or
agents remain vulnerable to poisoned labels and
malicious fine-tuning data, which can weaken
safety alignment or implant hidden backdoors
[28]. Common mitigations include provenance
tracking, careful dataset curation, human
validation of high-impact samples, and
controlled retraining procedures.

These observations motivate a guiding principle for
cybersecurity benchmarking: an evaluation framework
is only as trustworthy as its most vulnerable input
channel. Consequently, trustworthy evaluation requires
assessing not only the behaviour of the model under
test but also the resilience of the surrounding retrieval,
data-ingestion, and assessment infrastructure against
adversarial manipulation.

Survey Method

The taxonomy presented in Section 3 was
developed through a structured review of the
cybersecurity and  machine-learning literature
published between 2023 and mid-2026. Sources
included peer-reviewed publications from leading
cybersecurity and machine-learning venues, influential
preprints, industrial benchmark suites, and empirical
studies evaluating LLMs in cybersecurity.

For each benchmark, we recorded its evaluation
objective, task formulation, dataset provenance,
methodology, metrics, and reported strengths and
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limitations. Rather than comparing absolute
leaderboard scores, which are sensitive to rapidly
evolving model versions, we focused on recurring
performance trends, evaluation methodologies, and
documented failure modes.

The selected benchmarks provide representative
coverage of the principal evaluation paradigms in LLM
cybersecurity benchmarking. The resulting taxonomy

emphasizes conceptual
cataloguing, enabling the identification of common

design patterns,

methodological

trends,

diversity over exhaustive

and the

structural gaps examined throughout this survey.

Benchmark Taxonomy

We group LLM cybersecurity benchmarks into three
categories: knowledge-oriented benchmarks that test
foundational understanding, task-oriented benchmarks
that measure applied security capabilities, and holistic
frameworks that examine usability, operational risk,
and deployment consequences. Table 2 summarizes
representative work. Before presenting the categories,
we make the construction of the taxonomy itself
explicit: which benchmarks were included, along which
dimension they are classified, why that dimension was
chosen over alternatives, and how boundary cases are
resolved.

Table 2: Comparison of Representative LLM Cybersecurity Benchmarks.

Benchmark Focus Tasks Dataset / Method Metrics Main Strength / Limitation
CSEBenchma Expert Expert roadmaps and . . -
rk knowledge MCQ cognitive taxonomy [4] Accuracy Detailed taxonomy; limited specialist coverage.
Foundational OWASP, MITRE, and . s S
SecEval knowledge MCQ GPT-4 generation [29] Accuracy Industry aligned; limited human validation.
RAG over NIST and . L
CyberMetric Broad MCQ RFCs; partial expert Accuracy Large scale with hun_1an ba_sellne, weaker on
knowledge . emerging topics.
review [30]
Certification material; . .
Broad MCQ, ’ Large and multilingual; language bias and
SecBench knowledge SAQ GPT-4 and expert Accuracy annotation errors.
review [31]
Comprehensi MCQ, . .
CS-Eval ve judgment, 42 categoru_as, hybrid Accuracy, Broad coverage; static content.
. construction [32] pass rate
knowledge generation
VulDetectBen | Vulnerability Code Real CVEs and NIST Accuracy, . - .
ch detection analysis SARD [33] E1 Progressive task difficulty; limited to C/C++.
Robust
SecLLeI\S/IHoIm vulnerability arf::ld:is Hand-crafted CVEs [20] Accuracy Tests reasoning stability; limited scale.
reasoning Y
Purple Llama Secure Code MITRE ATT&CK and
CyberSecEval coding generation |nsecure-c[;?c:2]e patterns | Compliance | Covers dual-use behavior; mainly code focused.
NYU CTF Offensive Interactive | Dockerized CSAW CTF Supports live interaction; limited operational
. Pass@k .
Bench security agent challenges [35] realism.
Penetration Interactive Hack The Box and Task Realistic workflow; weak long-horizon context
PentestGPT ) . )
testing agent VulnHub [16] completion retention.
One-/Zero- Autonomous | Interactive Curated CVEs and Success Shows end-to-end exploitation; small curated
) o planner—executor agents
day Studies exploitation agent [14,15] rate datasets.
CTIBench _ Th_reat Multi-task CTI reports and CVEs Accuracy Early CTl-specific benchmark; uncertain ground
intelligence [5] truth.
CTlArena CTI_ Multi-task Heterogeneous CTI Accuracy Tests cross-source reasoning; complex
reasoning sources [36] construction.
CyberSOCEv SOC Malware, Operational SOC tasks A High operational relevance; partly vendor
: ccuracy oo
al operations CTI [1 specific.
SECURE ICS security MCQ.’ Industrla!-coptrol-system Accuracy Covers critical infrastructure; narrow domain.
generation advisories [37]
NetSPI Security . . Jailbreak Measures security—usability trade-off; limited
Benchmark vs. usability Jailbreak Adversarial prompts [38] rate methodological detail.
Capability Interactive Professional CTF tasks Success Risk-oriented evaluation; constrained by CTF
Cybench f .
and risk agent [39] rate realism.
Risk . o . Capability,
Operational | Conceptua Capability—adoption— 8 . .
Assessment risk | impact model [21] agoptlon, Broad risk perspective; not executable.
Framework impact
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Taxonomy Construction: Criteria and Boundary
Cases

Inclusion and exclusion criteria: A benchmark or
evaluation framework was included if it satisfies four
conditions: (i) it was published or substantially updated
between 2023 and mid-2026, the period in which LLM-
specific cybersecurity evaluation emerged as a distinct
practice; (ii) it evaluates LLMs or LLM-based agents on
security-relevant inputs or tasks, rather than on general
language ability; (iii) it defines a reproducible task
formulation with explicit scoring criteria; and (iv) its
public documentation is sufficient to determine dataset
provenance, methodology, and metrics the attributes
recorded in Section 2.5. We excluded general-purpose
NLP benchmarks without security content (discussed
only as background), red-teaming tools that lack a
defined evaluation protocol or metric, and vendor
capability claims published without reproducible
methodology. Applying these criteria to the corpus
described in Section 2.5 yielded the benchmarks
analyzed in this section; Table 2 lists the representative
set.

Classification dimension: Benchmarks are
classified by the primary evaluative claim their headline
metric validates: a claim about what a model knows
(declarative security knowledge), about what it can do
(procedural execution of a security task in a defined
environment), or about how the deployed system
behaves (usability, safety—utilty balance, or
operational risk of the model in context). This
dimension follows the long-standing distinction
between declarative and procedural knowledge in
assessment theory and, more importantly, tracks the
construct that a benchmark score is used as evidence
for. It is analytically appropriate for three reasons. First,
it is predictive: item format, dataset construction, metric
family, and contamination exposure co-vary with claim
type—knowledge claims are typically operationalized
as static question banks scored by accuracy, task
claims as interactive environments scored by success
rate, and system-level claims as composite risk or
usability measures. Second, it aligns with the failure
modes this survey documents: the knowledge—
reasoning gap of Section 4 is visible precisely at the
boundary between the first two categories, and the
operational gaps arise from the near absence of the
third. Third, it is stable: a benchmark’s primary claim
does not change as model rankings shift, whereas
orderings based on performance or popularity do.

Alternatives considered: Three alternative
organizing dimensions were considered and rejected.

Classification by security domain (vulnerability analysis,
threat intelligence, SOC operations, and so on) cuts
across evaluation design: a multiple-choice CTI quiz
and an autonomous CTI extraction agent share a
domain but almost nothing methodologically, so a
domain taxonomy cannot expose the evaluation-
design gaps this survey targets; we instead retain
domain as a secondary facet in Table 2. Classification
by attack lifecycle phase (for example, ATT&CK tactics)
fails to cover defensive and analytical benchmarks that
have no natural lifecycle position, and many agentic
benchmarks span several phases. Classification by
metric family (accuracy, pass@k, success rate) is a
surface property: several benchmarks report multiple
metric families, and metrics follow from the claim being
validated rather than the reverse.

Boundary-case resolution: Benchmarks that span
categories are classified by the primary claim their
headline metric validates. Purple Llama CyberSecEval,
for example, involves security knowledge but its pass
criteria depend on properties of generated code, so it
is task-oriented. Cybench measures task success, yet
its stated purpose and reporting—capability elicitation
with risk framing and partial credit—make claims about
deployment consequences, so we place it with the
holistic frameworks. NetSPI's jailbreak evaluation
measures a behavioral property of the deployed
system (the security—usability balance) rather than
knowledge or task skill, and is likewise holistic.
SecBench combines multiple-choice and short-answer
items, but both validate declarative knowledge, so it
remains knowledge-oriented. When a benchmark
offers several tracks, we classify it once, by the claim
of its principal published results, and note secondary
tracks in the analysis.

Knowledge Benchmarks

Knowledge-oriented benchmarks test factual,
conceptual, and procedural cybersecurity
understanding, usually through multiple-choice or
short-answer questions.

CSEBenchmark organizes cybersecurity
knowledge into factual, conceptual, and procedural
categories derived from expert roadmaps [4]. Its results
show a recurring pattern: LLMs perform relatively well
on facts and concepts but struggle with procedures,
specialist tools, and practical workflows.

Later benchmarks expanded scale and coverage.
SecEval uses sources such as OWASP and MITRE to
support industry-aligned evaluation [29]. CyberMetric
applies retrieval-augmented question generation over
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NIST publications and RFCs and includes a human
baseline [30]. SecBench adds multilingual and short-
answer evaluation [31], while CS-Eval combines
multiple-choice, judgment, and generation tasks across
42 security categories [32].

These benchmarks provide broad coverage, but
most remain static and place greater weight on recall
than on applied reasoning. Frequent expert review
could improve validity, although it also raises the cost
of maintaining benchmarks in a rapidly changing field.

Task Benchmarks

Task-oriented benchmarks ask whether models can
apply security knowledge to code, tools, reports, and
interactive environments.

Vulnerability Analysis

VulDetectBench evaluates C/C++ vulnerability
analysis using code from open-source projects and
NIST SARD [33]. Its five tasks progress from binary
vulnerability detection to identifying the root cause and
trigger location. Models often detect that a flaw exists
but perform substantially worse when precise semantic
reasoning is required.

SecLLMHolmes examines whether vulnerability
judgments remain stable under meaning-preserving
changes, including variable renaming and irrelevant
code insertion [20]. Small modifications can reverse
model predictions, suggesting that some correct
answers depend on superficial patterns rather than
robust program understanding.

Purple Llama CyberSecEval evaluates both
insecure-code generation and compliance with
malicious requests grounded in MITRE ATT&CK [34].
It therefore connects defensive coding quality with the
risk of offensive misuse, although its scope remains
primarily code based.

Offensive Security

Interactive benchmarks require models to inspect
environments, invoke tools, interpret results, and
preserve context across several steps.

NYU CTF Bench provides 200 Dockerized CSAW
Capture-the-Flag challenges in which agents can
interact with live environments [35]. This moves
evaluation beyond static question answering, but CTF
settings still provide only a partial representation of real
operations.

PentestGPT evaluates LLM  support for
penetration-testing workflows [16]. Models can often
propose commands and interpret individual outputs,
yet their performance declines when investigations
require long-term context and consistent tracking of
earlier evidence.

Cybench contains 40 professional CTF tasks
divided into subtasks, allowing difficulty calibration and
partial-credit measurement [39]. It also frames
performance in terms of both capability and risk.

One-day and =zero-day studies extend this
evaluation to autonomous exploitation. Individual
agents have exploited selected one-day vulnerabilities
using public descriptions, while planner—executor
teams have been tested on curated zero-day scenarios
[14,15]. These studies are small and controlled. Even
so, they shift the evaluation target from explaining an
exploit to executing one through a complete sequence
of actions.

Threat Intelligence and Security Operations

CTIBench evaluates tasks such as mapping CVE
descriptions to CWE categories and extracting MITRE
ATT&CK techniques from reports [5]. Its main
limitations concern possible label inaccuracies and the
restricted context provided by short CVE descriptions.

CTlArena draws on heterogeneous CTI sources
and separates knowledge retrieval from reasoning [36].
This distinction matters because knowing an ATT&CK
definition does not ensure that a model can infer the
corresponding technique from a complex report.

CyberSOCEval targets malware analysis and
higher-level threat-intelligence tasks intended to
resemble SOC work [1]. Its operational focus improves
realism, although some data remain vendor specific.
SECURE concentrates on Industrial Control Systems
using security advisories and related questions [37]. Its
narrow scope addresses risks that general enterprise
benchmarks may overlook.

Holistic Benchmarks

Recent frameworks examine whether benchmark
success corresponds to safe and useful deployment.

The NetSPI Open LLM Security Benchmark
measures jailbreak susceptibility alongside the effect of
safeguards on legitimate use [38]. This captures an
important trade-off: a model that refuses every request
may appear secure but has little practical value.
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Risk-based approaches argue that technical
capability alone does not determine real-world harm
[21]. Two additional factors matter. The first is adoption:
whether an adversary would use the capability given its
cost, reliability, and efficiency relative to existing tools.
The second is impact: the damage that successful use
could produce. Section 6.2 formalizes this relationship.

The benchmark landscape therefore reflects three
successive questions. Does the model possess
cybersecurity knowledge? Can it apply that knowledge
to practical tasks? What risk follows when the capability
is deployed? Knowledge benchmarks address the first
question, interactive and task-specific benchmarks
address the second, and emerging holistic frameworks
address the third.

Evaluation Gaps and Design Requirements

The preceding taxonomy reveals a recurring
performance limitation and several weaknesses in how
LLM cybersecurity capabilities are evaluated. We
summarize these as one central finding, three
benchmark-construction flaws, and five gaps between
benchmark results and operational risk. Table 3 links
each gap to the corresponding RIRAG mechanism.

The Knowledge Reasoning Gap

Large proprietary models generally outperform
open-source alternatives, although the gap is
narrowing [2,30,35,37]. Rankings, however, reveal less
than the shared failure pattern: models perform better
on factual recall than on procedural and causal
reasoning.

CSEBenchmark found strong performance on
factual and conceptual questions but substantially
weaker results on procedures involving specialist tools
[4]. VulDetectBench reported a similar pattern in

source-code analysis. Models often recognized that a
vulnerability existed but struggled to identify its root
cause [33]. SecLLMHolmes further showed that these
judgments are brittle; meaning-preserving changes,
including variable renaming, can reverse model
predictions [20].

Current evidence therefore does not support
replacing human experts with autonomous LLM agents
in high-stakes security decisions [2,4,20]. A more
defensible near-term role is that of a co-pilot:
summarizing evidence, automating routine work, and
drafting analyses for human review.

This knowledge—reasoning gap may partly reflect
the distribution of training data. Declarative information
what a concept is or why it matters is widely
represented in text. Procedural knowledge is different.
It depends on sequential action, tool feedback,
changing context, and recovery from mistakes. These
findings suggest that additional text alone may be
insufficient; training and evaluation in interactive
security environments may also be required.

Benchmark Design Flaws

Benchmark validity depends on how evaluation
data are produced and maintained. Three construction
problems recur.

Dataset provenance. Methods range from expert-
designed roadmaps, as used by CSEBenchmark [4], to
scraped vulnerability records and LLM-generated
questions [30]. Expert construction improves relevance
but scales poorly. Automated collection increases
volume but can preserve source errors, noise, and bias.

Insufficient human validation. Reliable
benchmark construction remains labor intensive.
CSEBenchmark required 772 expert hours to validate

Table 3: Conceptual gaps between current benchmarks and operational risk, with the corresponding RIRAG

mechanisms.

Gap Benchmark Symptom

Consequence RIRAG Mechanism

Capability vs. risk task but omits adoption and economic

factors

Reports whether a model can perform a

Cannot estimate practical

misuse risk Operational risk score (§6.2)

Failure granularity stage task

Reports one aggregate score for a multi-

Provides little diagnostic Execution-stage error taxonomy
value (§5.6)

Human-machine
teaming

Evaluates the model without an analyst

Does not reflect co-pilot
deployment

Uplift and cognitive-load track

(§6-3)

Staticity and

M Uses fixed, public evaluation items
contamination

Causes obsolescence and
memorized scores

Living Knowledge Circuit and
freshness windows (§5.5)

Leaves retrieval and judging paths

Adversarial robustness
untested

Allows poisoned data or
injected answers to corrupt
results

Validation boundary and self-
red-teaming (§6.1)
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11,050 questions [4]. This effort illustrates the difficulty
of detecting subtle factual, contextual, and logical
errors. Reduced review lowers cost, but it also
weakens confidence in the resulting scores.

Staticity. Most benchmarks are fixed snapshots.
Their relevance declines as new vulnerabilities, tools,
and attack methods appear. Public release also
creates contamination risk: evaluation items may enter
later training corpora, causing memorization to appear
as generalization.

OPERATIONAL GAPS
Capability and Risk

Most benchmarks ask whether a model can perform
a task. For example, NYU CTF Bench measures
whether an agent can solve selected CTF challenges
[35]. Such results establish capability, not operational
risk.

Risk assessment must also consider whether an
attacker would adopt the system. An LLM may offer
little practical advantage if existing tools are faster,
cheaper, or more reliable. Relevant measures include
time-to-exploit, cost per operation, required expertise,
and improvement over established methods. These
economic and adoption factors are largely absent from
current evaluations. Risk-oriented analysis [21] and
NetSPI's security—usability evaluation [38] begin to
address this problem. Section 6.2 makes these factors
measurable.

Failure Diagnostics

A single score indicates whether a model failed but
rarely explains the cause. In a multi-stage task, failure
may result from missing knowledge, incorrect
reasoning, prompt misinterpretation, poor tool use, or
loss of earlier context.

CSEBenchmark provides fine-grained knowledge
categories [4], but comparable diagnostics remain
uncommon in interactive benchmarks. Developers
need to know where an execution failed, not only
whether the final answer was incorrect. RIRAG
therefore records errors by category and execution
stage.

Human-Al Teaming

Near-term deployments are likely to use LLMs as
assistants rather than independent decision makers
[1,40]. Most benchmarks nevertheless evaluate
models in isolation.

This creates a mismatch between testing and use.
The relevant question is not simply whether the model
is accurate, but whether it improves the performance of
a human—-machine team. Useful measures include
analyst decision accuracy, time-to-resolution, cognitive
load, and the frequency with which human reviewers
detect or correct model errors. Field studies have
begun to examine SOC collaboration [40], but
controlled teaming benchmarks remain limited. Section
6.3 introduces such an evaluation track.

Staticity and Contamination

Static datasets create both temporal and statistical
validity problems. First, cybersecurity knowledge
changes quickly. Strong performance on older
vulnerabilities may not predict behavior on recent or
unseen threats. Second, publicly available test items
can enter model training data, making it difficult to
distinguish reasoning from memorization.

A meaningful evaluation must therefore control item
age, exposure, and freshness. It should also introduce
new tasks after model training whenever possible. The
Living Knowledge Circuit in Section 5.5 addresses this
requirement through freshness windows and
continuously updated evaluation material.

Benchmark Robustness

Benchmarks are themselves attack surfaces. Two
channels are especially important.

The first is corpus poisoning. Systems that use
retrieval-augmented generation can be influenced by
malicious documents placed in the retrieval collection.
PoisonedRAG demonstrates that poisoning a small
part of a corpus can disproportionately affect retrieval
outcomes [9].

The second is judge manipulation. An LLM used to
score candidate answers may follow instructions
embedded within the answer being evaluated. Static
safeguards are also vulnerable to adaptive attacks [26].
A compromised retrieval or judging pipeline can silently
distort benchmark results.

Evaluation infrastructure must therefore treat data
ingestion, retrieval, and scoring as security boundaries.
RIRAG addresses these risks through validation
controls and continuous adversarial testing in Sections
5.5and 6.1.

Operational Implications

Commercial security products are adopting LLMs
despite the limitations of current evaluation practices
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[2]. A high knowledge score may conceal weak
procedural reasoning, sensitivity to irrelevant input
changes, or poor performance across long task
sequences [4,20]. Such results can create unjustified
confidence in systems used for consequential
decisions.

The problem is operational, not merely
methodological. Attackers may deliberately target the
same weaknesses that benchmarks overlook. Closing
these gaps is therefore necessary for credible risk
assessment and safe deployment.

From Gaps to Design Requirements

Table 3 summarizes the correspondence between
gaps and RIRAG mechanisms; this subsection makes
the correspondence derivational rather than
declarative. For each gap we state the requirement that
any evaluation framework must satisfy to close it, show
why the RIRAG mechanism follows from that
requirement under the constraints of Section 2.4, and
record the alternative designs that were considered
and rejected. The requirements R1-R5 defined here
are the premises from which the design principles of
Section 5.2 are subsequently derived.

G1: capability versus risk = R1. If benchmark
output is to inform deployment and misuse decisions,
the reported quantity must be monotone in the factors
that determine operational consequence—capability,
adversary adoption, and impact—not in capability
alone. Reporting capability alongside a qualitative risk
narrative was rejected because narratives are not
comparable across models and invite motivated
interpretation. An additive combination of the three
factors was rejected because it assigns non-zero risk
to systems with zero capability or zero adoption; a
multiplicative form (Eq. 16) preserves the property that
each factor is individually necessary. Full probabilistic
attack simulation would be more expressive but was
rejected as a core mechanism because its cost and
sensitivity to threat-model assumptions make it
unsuitable for routine benchmarking; it remains a
calibration path for the risk model (Section 11).

G2: failure granularity = R2. Diagnosing multi-
stage failures requires that scores be decomposable by
execution stage, which is only possible if the pipeline is
instrumented at stage boundaries. This entails
structured execution logging and an error taxonomy
(Section 7.6) rather than any post-hoc analysis. Asking
an LLM judge to explain failures after the fact was
rejected: the explanation inherits the judge’s own
reliability problems and violates the separation of judge

and subject (P4). Purely manual error analysis was
rejected as the primary mechanism because it does not
scale with continuous evaluation, though it is retained
inside the human-review band.

G3: human-Al teaming = R3. If deployed use is
assistive, the unit of analysis must include the analyst;
no property measured on the model alone can
establish complementarity. This entails a controlled,
within-subjects teaming track (Section 6.3). Proxy
measures on the model alone, such as explanation
quality, were rejected because the human-factors
literature shows they do not predict team performance.
Observational SOC telemetry was rejected as the
primary instrument because assignment is not
controlled and confounds cannot be excluded; it is
retained as an ecological-validity complement.

G4: staticity and contamination = R4. If item
exposure and item age affect scores, a valid
benchmark must control them as variables, which
requires that the item supply be continuous rather than
episodic. This entails the living Knowledge Circuit with
freshness windows and a frozen comparability partition
(Section 5.5). Periodic manual refresh was rejected
because each refresh interval is itself a contamination
window and expert effort arrives in unsustainable
bursts. Fully synthetic item generation was rejected as
the sole supply because provenance and construct
validity cannot be established for items with no
operational grounding. A private static test set was
rejected because privacy does not stop aging, and a
single leak destroys the instrument.

G5: benchmark robustness = R5. Because the
threat model of Section 2.4 places the evaluation
pipeline itself inside the attack surface, evaluation
infrastructure must be defended and tested like any
other security system. This entails validation
boundaries on ingestion, human review as a trust
boundary, and continuous self-red-teaming (Section
6.1). Trust-on-ingest with source allowlists was rejected
because allowlisted feeds can themselves be
compromised, and corpus-poisoning attacks operate
within trusted channels. A one-time security audit was
rejected because adaptive attackers respond to fixed
defenses; robustness must be measured continuously
against an evolving attack archive.

Each requirement thus admits a small space of
candidate designs, and in each case the selected
mechanism is the one that satisfies the requirement
without violating another. This is the sense in which the
architecture of Section 5 is derived from, rather than
merely associated with, the gaps documented above.
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RIRAG Architecture: Reflective and Iterative Retrieval-Augmented Generation
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Figure 1: End-to-end architecture of the Reflective and lterative Retrieval-Augmented Generation (RIRAG) framework.
Continuous cybersecurity data ingestion feeds shared context and knowledge services used by the centrally orchestrated RIRAG
core. Governance and safety services validate framework decisions, while the Evaluation Circuit, adversarial red-team loop, and
human—Al teaming track provide complementary assessments of model capability, robustness, operational risk, and collaborative
effectiveness. Evaluation outcomes and human feedback close the framework’s continuous-improvement loops.

The RIRAG Framework

We propose Reflective and lIterative Retrieval-
Augmented Generation (RIRAG) to address the
limitations identified in Section 4. RIRAG replaces the
conventional one-shot benchmark with a continuous,
feedback-driven workflow. The framework evaluates
newly ingested cybersecurity intelligence, records
intermediate validation and evaluation decisions, and
uses observed failures to improve both its knowledge
resources and internal agents.

As illustrated in Fig. 1, RIRAG integrates continuous
intelligence ingestion, shared knowledge services,
central agent orchestration, governance controls,
model evaluation, adversarial red teaming, and
human-Al teaming within a unified architecture. The
Knowledge Circuit maintains the validated security
knowledge used by the framework, while the
Evaluation Circuit measures the retrieval, reasoning,
generation, robustness, and operational characteristics
of submitted models. Feedback from evaluation, expert
review, and adversarial testing is returned to the
knowledge and training processes, enabling the
benchmark to evolve with the threat landscape.

Theoretical Foundations

The design principles presented in the next
subsection are not free-standing engineering intuitions;
they instantiate four established bodies of evaluation

and security theory, applied to the requirements R1-R5
derived in Section 4.5.

The first is measurement theory and construct
validity [41,42]. A benchmark score is not the quantity
of interest; it is evidence for an inference from observed
performance to an underlying construct, such as
“vulnerability-analysis capability.” The two canonical
threats to that inference are construct under-
representation and construct-irrelevant variance [42].
Both appear in the gaps of Section 4: static datasets
under-represent a temporally evolving construct (G4),
and contamination introduces construct-irrelevant
variance by rewarding memorization over reasoning.
Liveness (P1) and the freshness controls of the
Knowledge Circuit are therefore validity requirements,
not conveniences, and the diagnostic decomposition
demanded by P5 follows from the measurement-
theoretic observation that a single aggregate score
cannot support decisions about why a system failed.

The second is the dynamics of high-stakes
quantitative indicators, summarized in Campbell’s law:
the more a quantitative social indicator is used for
decision-making, the more subject it becomes to
corruption pressures that distort the process it is
intended to monitor [43]. Benchmark leaderboards are
precisely such indicators. Campbell's law predicts
benchmark overfitting and contamination as systemic
phenomena rather than accidents, and entails two
design responses: continuously renewed, partially
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held-out evaluation material (P1), and structural
separation between the optimizing system and the
measuring system (P4). The latter is the same
independence argument that underlies financial
auditing—the judge must not share optimization
pressure with the subject it grades.

The third is security engineering and risk theory.
Treating ingestion, retrieval, and judging as security
boundaries (P3) applies the classical principles of
complete mediation and defense in depth [44] to
evaluation infrastructure, in direct response to R5. The
operational risk model of Section 6.2 follows the
standard decomposition of risk into threat likelihood
and impact used in established risk-assessment
methodology [45], with adversary adoption playing the
role of threat likelihood; P6 is this decomposition
restated as a design commitment.

The fourth is signal quality and human-factors
theory. Reflection (P2) is uncertainty propagation: each
stage of a measurement chain should emit calibrated
confidence rather than a bare point decision, so that
downstream consumers can weight evidence
appropriately. Adversarial self-testing (P7)
operationalizes the finding that defenses evaluated
only against fixed attacks systematically overstate
robustness against adaptive adversaries [26]. Finally,
the teaming track of Section 6.3 rests on empirical
human—Al interaction results showing that model
accuracy does not by itself predict team performance,
and that trust and reliance require deliberate
measurement [46,47].

Together these foundations give each principle a
theoretical warrant and a traceable origin: Gi = Ri
(Section 4.5) = principle = mechanism. The
architecture that follows should be read as the
constructive proof that the requirements can be
satisfied simultaneously.

Design Principles

Seven principles guide the framework. Each
corresponds to one or more of the requirements
derived in Section 4.5 and rests on the theoretical
foundations above: P1 discharges R4, P2 and P5
discharge R2, P3, P4, and P7 discharge R5, P6
discharges R1, and the teaming track of Section 6.3
discharges R3.

P1 Liveness. The benchmark continuously
incorporates recent cybersecurity intelligence so that
its content remains aligned with current threats and is
less dependent on fixed public datasets.

P2 Reflection. Each stage produces an explicit
assessment, such as a confidence score, validation
status, or diagnostic label. Later stages use this
information rather than treating intermediate outputs as
inherently reliable.

P3 Human-in-the-loop as a security boundary.
Human experts validate benchmark content and review
uncertain or suspicious inputs. They act as a trust
boundary against inaccurate, manipulated, or poisoned
data, not merely as a final quality check.

P4 Separation of judge and subject. The
Evaluator Agent belongs to the framework and remains
separate from the model under test. A submitted model
therefore cannot directly grade its own output.

P5 Diagnostic granularity. The framework records
results for individual tasks, execution stages, and error
categories. Failures can therefore be traced to specific
causes rather than represented only by an aggregate
score.

P6 Risk awareness. Capability measurements can
be combined with adversary adoption and impact
estimates to produce the operational risk score defined
in Section 6.2.

P7 Adversarial self-testing. RIRAG repeatedly
tests its own ingestion, retrieval, and evaluation paths,
as well as the models being assessed. Robustness is
measured over time rather than assumed from a single
evaluation; Section 6.1 develops this process.

Coupled Circuits

RIRAG consists of two connected feedback
systems. The Knowledge Circuit described in Section
5.5 ingests and validates cybersecurity intelligence,
updates the indexed knowledge base, and produces
training data for the framework’s internal agents. The
Evaluation Circuit in Section 5.6 tests externally
submitted models on cybersecurity tasks supported by
that knowledge.

Both circuits use the same human-validated, STIX-
structured source of truth but serve different purposes.
The Knowledge Circuit updates what the framework
can learn from; the Evaluation Circuit determines what
a submitted model can retrieve, reason about, and
generate.

Notation

We define the notation used in Sections 5.5-6.4. Let
K =c4,..,cy denote an indexed knowledge base
containing N text chunks. Each chunk ¢; is
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represented by an embedding e; = ¢(c;) € R4, where
¢ is a fixed embedding model.

A Knowledge Packet is defined as
p =(id,m,r,T,S,v). (1)

Here, id is a unique identifier, m contains the
source, URI, timestamp, and content hash, and r is
the raw content. The set T =ty ..ty contains
training representations produced by the Translator
Agent, including question—answer pairs, true/false
statements, and summaries. The term S denotes the
validated STIX 2.1 bundle. The record v contains the
confidence score y €[0,1], validation status, and
human feedback.

The Translator, Validator, and Evaluator agents are
denoted by @, ®,,, and &.,, respectively. Each
agent uses a task-specific prompt and output schema
and may optionally be fine-tuned.

For a query g, the similarity between the query and
chunk ¢; is

#(q) - e
si(q) = ——— 2
@ =@l e, @
The retrieval operation is written as
R+« K(q) = TopK*,i=1,...,N;s;(q). (3)

The notation Ri(q) refers to the K chunks
associated with the highest similarity scores.

The Golden Evaluation Dataset is
D*g=(qj,aj*,Cj*)*j=1M. 4)

Here, g; is an evaluation query, aj is an expert-
verified reference answer, and (/" € X is the optional

set of knowledge chunks needed to derive the answer.

A model under test is represented by gg. Given
query q; and retrieved context C;, it produces

axj=g+6(a6) (5)

The generated answer a; may also include
citations to retrieved sources. Appendix A summarizes
the notation used throughout the framework.

The Knowledge Circuit

The Knowledge Circuit continuously ingests,
transforms, validates, and indexes cybersecurity
intelligence. It also converts reviewed packets into

training examples for the framework’s internal agents.
Two feedback loops support this process. The
knowledge loop updates the indexed knowledge base,
while the training loop uses validated corrections to
refine the Translator and Validator agents. Algorithm 1
summarizes the workflow.

Algorithm 1 Knowledge Circuit Master Loop

1: Require: sources X, knowledge base K

2: Require: agents @y, and Py

3: Require: thresholds Tpass, Trail, and 3
4: while true do

52 Q + INGEsST(X)

6 A + AupITSAMPLE(Q)

7 for all p € Q do

8: p.T + @r(p.1)

9: (p.S,7) + Pva(p.r, K)

10: puy — 7y

11: p.v.status < T ()

122 if p.v.status # pass or p € A then
13: p + HuMaANREVIEW(p)

14: else

15: p.v.status < approved

16: end if

17: if p.v.status = approved then
18: InpEX (K, P.S)

19: AprPENDTRAININGSET(p)

20: end if

21: end for

22: if |Dir| > B or an update is scheduled then
23: (®Pery Pval) + RETRAIN(Dy.)

24: end if

25: end while

Ingestion

The first phase acquires intelligence from
heterogeneous sources, including National
Vulnerability Database feeds, internal SOC playbooks,
incident reports, and public threat-intelligence
publications. Inputs may be structured, semi-structured,
or unstructured, such as CVE records in JSON, threat
reports in HTML, and playbooks in PDF form.

Incoming data are placed in a raw-data store or
message queue. This buffer separates data collection
from later processing and allows packets to be handled
independently of their source format or arrival rate.

The ingestion path is treated as untrusted under the
threat model in Section 2.4. Each packet records its
source, URI, ingestion time, and a SHA-256 hash of the
original content. These records support provenance
tracing, duplicate detection, source quarantine, and
revocation of knowledge derived from a compromised
source.

Transformation

The Translator Agent @, converts raw content into
standardized training representations. Its outputs may
include question—answer pairs, true/false statements,
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summaries, Indicators of Compromise, and Tactics,
Techniques, and Procedures mapped to MITRE
ATT&CK.

Algorithm 2 applies a self-consistency check. The
agent generates several candidates for each output
format and retains an item only when the samples
agree sufficiently. This reduces the chance that
unstable or hallucinated content enters the training and
evaluation pipelines.

Algorithm 2 Translator Agent

1:  Require: raw content 7, prompt template 7y
2:  Require: sample count ng
3: Ensure: training representations 7'
4 T+
5. for all f e {QA, TF,SUM,I0C} do
6: 0+ 90
T for k < 1 to ng do
8: or  Per(mie(r, f))
9: 0 + OU{ox}
10: end for
11: 0* + ConsisTENTOUTPUT(O)
12: if o* # L then
13: T+ Tu{o*}
14: end if
15: end for
16: return T
Validation

The Validator Agent @, checks incoming content
against the indexed knowledge base and produces a
STIX 2.1 representation. It retrieves related knowledge,
identifies conflicts, estimates confidence, and maps
security entities and relationships into a machine-
readable format.

For raw content r, let C = Rx(r) denote the K

chunks returned by the retrieval operator in Section 5.4.

The Validator computes three scores in [0,1] :
groundedness y, , consistency y, , and
novelty/coherence y,. Their weighted geometric mean
is

Wg.  wc

V=Yg Y V‘r‘:/n' Wy +we +w, = 1. (6)

The geometric mean is conservative: a near-zero
score on any dimension sharply reduces the combined
confidence. Triage is defined as

pass, = Tpass»
T(y) = {review, Trj <V < Tpass (7)
fail, Y < Tfail-

The thresholds control the trade-off between review
cost and the risk of accepting inaccurate knowledge.
Section 6.4 describes how they may be adjusted using
observed review outcomes.

Algorithm 3 Validator Agent

1:  Require: raw content r, knowledge base K

2 Require: weights (1w, w,wy)

&

Ensure:  STIX bundle S, confidence v, and status 2
C+R [((r)

S ¢ Dy (r,C)

7y + GrounDEDNESS(S, C)

Y. ¢ 1 = max ¢ Conrvicr(S, ¢)

Y ¢ NovewryCongrence(S, C)

(i e
10: z2¢T(y)

11:  return (S,7,7)

g o SN o o =

Human Review

Packets assigned review or fail are sent to
cybersecurity experts. A sample of high-confidence
pass packets is also reviewed to estimate false-
acceptance rates and identify systematic Validator
errors.

Reviewers may correct the Translator output, revise
the STIX mapping, and approve or reject each packet.
Their corrections and decisions are stored in the
validation record and later used as supervised training
examples. Audit sampling is necessary because a
Validator that repeatedly accepts material from a
poisoned source may otherwise appear reliable when
its decisions never enter the review queue.

Feedback Loops

Approved packets close two related feedback loops.

Knowledge loop. The approved STIX bundle is
chunked, embedded using ¢, and inserted into the
knowledge base. The new content then becomes
available to later Validator queries and external
retrieval-augmented systems.
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Training loop. The original content, corrected
training representations, and approved STIX bundle
are added to a supervised dataset D,.. Once the
dataset reaches threshold g, or when an update is
scheduled, candidate versions of the Translator and
Validator are fine-tuned and evaluated before
deployment.

Algorithm 4 Dual-Closing Update

Require: approved packet p, knowledge base K
Require: training set D¢, and threshold S
ST « SeLECTSTIX(p)
T SELECTFORMATS(p)
for all ¢ € Cuunk(ST) do
K « KU {(c,6(c))}
end for
Dy « Dur U {(p,r, T, S51)}
if |Di:| > B then

@i  FINETUNETRANSLATOR(®yr, Dyy)

—
- O

’ o
@,  FINETUNEVALIDATOR(®,,1, Dty )

—
[

u ¢ GoLDEvAL(®] ,®! )

—
o

if u = pass then
Oy — B,

’
q)vz\] = q)va]

=

else

5
=

discard candidate updates
18: end if
19:  end if

Each candidate update is tested on a held-out,
human-curated dataset before deployment. An update
that reduces performance or violates a safety
requirement is rejected. This gate limits the damage
that could result from erroneous or poisoned labels.

Let h, denote the fraction of packets routed to
human reviewers during epoch t. Under a stable
source distribution, retraining may reduce h, as the
agents learn from previous corrections. A sudden
increase may instead indicate distribution shift, a new
threat class, model degradation, or source
manipulation. The review rate is therefore both a cost
measure and a monitoring signal.

Packet Schema

A Knowledge Packet provides the common
representation used across all phases. Its main fields
are packet_id, ingestion metadata, raw content,
ai_training_formats,  ai_structured_analysis, and
validation data. Together, these fields support
provenance tracking, debugging, revocation, and
communication between independently implemented

components. The field names follow the STIX 2.1
content model introduced in Section 5.4.

Complexity Analysis

Consider an epoch containing B packets and a
knowledge base with N indexed chunks. Ingestion
requires 0(B) packet operations in addition to reading
and hashing raw bytes. Translation requires 0(Bn,)
model generations when the number of output formats
is treated as constant.

Let Tonn(NV) denote the cost of one approximate-
nearest-neighbor lookup. Validation requires
O(BTaxn(N)) retrieval work and 0(B) Validator calls.
If an approved packet produces x chunks, indexing
requires O(kTins(N)), where T, (N) is the vector-
index insertion cost.

If a fraction h, of the batch is reviewed and the
mean review time is p, the expected expert effort is

H, = h,Bp. (8)

Retraining occurs only when enough new examples
accumulate or when a scheduled update is triggered.
Its cost depends on model size, tuning method, and the
number of examples in D,,.

Table 4: Per-epoch cost of the Knowledge Circuit.

Phase Cost Resource
Ingestion 0(B) packet operations 110
Translation 0(Bn,) generations GPU
Validation O(BTann(N)) plus O(B) calls | Index/GPU
HITL h.Bp Experts
Indexing O(kTins(N)) per packet Vector DB
Retraining Periodic; model dependent GPU

Human review is likely to remain the main
operational bottleneck. The training loop is designed to
reduce avoidable review over time, while audit
sampling preserves independent oversight of high-
confidence decisions.

Evaluation Circuit

The Evaluation Circuit benchmarks submitted
retrieval-augmented generation systems against the
validated knowledge produced by the Knowledge
Circuit. It measures answer quality, source use,
retrieval effectiveness, efficiency, and statistical
reliability under a common execution protocol. The
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framework supports two tracks. A controlled-retrieval
track supplies every model with the same retrieved
context, isolating generation quality. An end-to-end
track allows each submitted system to retrieve its own
context, thereby evaluating the complete RAG pipeline.
Algorithm 5 summarizes the evaluation loop.

Algorithm 5 Evaluation Circuit for submitted model gy

1:  Require: model gg, gold set Dy, knowledge base K

2:  Require: evaluator ®e,, retrieval depth K,

runs R
3:  HeartuCHECK(gg)
4 E£+«0
5:  for all (gj,a},C;) €Dy do
6: for r=1 to R do
T Cjr < Ri(q;)
8: uj, + BuiLbPromp1(g;, Cjr)
9: (@jr, Sjr) + go(ujr)
10: 8jr + Pev(gj, Cjry d]“a;)
1B E+ EU{(G,r 8ir,4ir)}
12: end for
13:  end for

14:  return AGGREGATE(E)

Model Integration

Each submitted model is packaged as a Docker
container that exposes a fixed REST endpoint, such as
POST /query, and follows a common JSON contract.
The request contains a query and, in the controlled-
retrieval track, the context selected from X . The
response contains a generated answer and may
include cited source identifiers. Before evaluation, the
framework checks availability, response format, latency
limits, and resource constraints.

Containers execute in a restricted environment with
no access to gold answers, evaluator prompts, or
internal services. This design improves reproducibility
and limits the effect of a faulty or adversarial
submission.

Golden Dataset

The Golden Evaluation Dataset is D, =
{(aj,a;, ¢}y, as defined in Section 5.4. It contains
expert-verified cybersecurity queries, reference
answers, and optional sets of essential knowledge
chunks. The queries cover areas such as vulnerability
analysis, threat-actor behavior, and incident response.

The gold set is held out from the training data
produced by the Knowledge Circuit. To reduce
contamination, part of the set is private and periodically
replaced with tasks derived from recently validated

intelligence. Public and private subsets are reported
separately.

RAG Execution

In the controlled-retrieval track, the framework
embeds each query using the same model ¢ used to
index X and retrieves the top-K chunks through Ry.
It then constructs a prompt containing the system
instruction, delimited context, and query. The same
context and prompt template are used for every
submitted model.

In the end-to-end track, the container receives the
query and performs its own retrieval. It must return the
generated answer and the identifiers of the sources
used. This track measures retrieval and generation
jointly, whereas the controlled track isolates generation
quality.

Retrieved text is treated as untrusted data. Context
blocks are clearly delimited, and the system instruction
prohibits following commands embedded in the
retrieved content. The framework records the answer,
cited sources, latency, token use, and execution status
for every run.

Automated Scoring

The Evaluator Agent &, is part of the benchmark
and remains separate from the submitted model. It
receives the query g, retrieved context C, generated
answer 4, and reference answer a*. It then computes
the metrics in Table 5. All normalized quality metrics lie
in [0,1] , with larger values indicating better
performance.

Let Cl(@) = {xy,..,x,} be the atomic claims
extracted from an answer, following the claim-based
evaluation used by RAGAS [24]. Faithfulness is

[{x € Cl(@): C E x}|
|Cl(a)]

F(a,cC) = 9)

Here, C =x means that the retrieved context
supports claim x . When an answer contains no
extractable claims, the case is flagged for review rather
than assigned an arbitrary score.

For answer relevance, the evaluator generates n,
questions q’l,...,q’nq from 4. The score is

nq

1
A@) = sim(#@,¢@D).  (10)

=1
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When gold context C* is available, context
precision and recall are
_lencr _lcncr
el T

: (11)

These metrics apply directly to the end-to-end track.
In the controlled-retrieval track, they characterize the
shared framework retriever and are not used to
distinguish submitted generators.

Factual correctness is measured by claim-level F1:

2TP

S — 12
fact ™5 TP + FP + FN (12)

The benchmark may report a composite score
§= Zi:1 A My,

Yici =1, X420, (13)

where m; denotes a metric and 1, its declared
weight. Individual metrics remain visible so that the
composite score does not hide important trade-offs.

Table 5: Evaluation metrics for RAG systems.

Type Metric Purpose
Retrieval Context precision Relevant retrieved content
Retrieval Context recall Required content retrieved

Generation Faithfulness Support from retrieved
context
Generation Answer relevance Direct response to the
query
Generation | Factual correctness Agreement V‘.”th reference
claims
Efficiency Latency Response time
Efficiency Token use Input and output cost

Candidate answers are passed to &,, as quoted
data rather than executable instructions. Human
reviewers audit a sample of judgments, with higher
sampling rates for low-confidence or anomalous cases.
This limits, but does not eliminate, prompt injection and
judge-model bias.

Reporting and Statistics

The final report provides per-metric means, domain-
level breakdowns, latency, token use, failure categories,
and selected examples. Raw per-query scores are
retained for debugging and paired comparisons. The
leaderboard identifies the evaluation track, prompt
version, knowledge-base snhapshot, model
configuration, and metric weights used for each result.

Because model outputs are stochastic, each query
is evaluated over R independent runs. Aggregate
results include bootstrap 95% confidence intervals
over queries and runs. Pairwise claims of superiority
are supported by paired bootstrap tests at a = 0.05,
with correction for multiple comparisons. This prevents
small sampling fluctuations from being presented as
meaningful differences between models.

FRAMEWORK EXTENSIONS

The core framework of Section 5 is extended along
four axes: continuous adversarial red-teaming and an
operational risk model, which discharge requirements
R5 and R1; a human-Al teaming track, which
discharges R3; and graph-enhanced retrieval with
active-learning review, which scales the knowledge
and review processes that requirement R4 makes
continuous. Each extension is specified below.

Adversarial Red-Teaming

The base RIRAG framework evaluates whether a
model answers cybersecurity queries accurately and
faithfully. It does not directly measure behavior under
adversarial pressure. To address this limitation, RIRAG
adds a Red-Team Agent ¢, that continuously
generates and evaluates adversarial cases. This
extension implements principle P7: robustness is
measured repeatedly because adaptive attacks can
bypass fixed defenses [26].

Scope

The red-team loop targets three attack surfaces.
First, the model under test may be vulnerable to
jailbreaks, indirect prompt injection, or meaning-
preserving perturbations [20,25,34]. Second, an
attacker may poison the retrieval corpus and influence
which evidence reaches the model [9]. Third, an LLM-
based evaluator may be manipulated by instructions
embedded in the candidate answer. The Red-Team
Agent tests the submitted model, retrieval corpus, and
evaluator separately so that failures can be attributed
to the affected component.

Attack Archive

The agent maintains an attack archive £ organized
by risk category and attack style, following the quality—
diversity principle used in Rainbow Teaming [48]. Risk
categories may include malicious-code generation,
data exfiltration, or evasion advice. Attack styles may
include role-play, obfuscation, multilingual prompts,
and indirect injection. Each archive cell stores the
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highest-scoring attack found for one category—style
pair. A generator mutates archived attacks, while a
separate safety judge ®.,¢. assigns an attack-success
score in [0,1].

The same procedure can test corpus poisoning or
evaluator injection. Only the injection point and
success criterion change. Corpus attacks are scored
by retrieval influence, while evaluator attacks are
scored by whether they change the assigned judgment.

Algorithm 6 Adversarial Red-Team Loop

1: Require:  target gy, generator &,

2: Require:  safety judge ®g,pe, archive £
3: Require:  attack threshold 7,tk, budget G
4: Ensure: updated archive £, robustness p
Bi Nguce +— 0

6: for b=l G do

7: (c,s) « SampLECELL(L)

8: ag + EuITE(L, ¢, 8)

9: a «+ @ (MuTaTE(ag, ¢, s))

10: y + go(a)

11: v+ Puare(a,y)

12: if v > EvrteScore(L,c,s) then

13: UppATEELITE(L, ¢, 3, a,v)

14: end if

15: if v > Tak then

16: Nsuce — Nsuce + 1

17: LoGcForAupIT(a,y,v)

18: end if

19: end for

20: B L 7!<(|:(‘(‘

21: return (£, p)

Robustness Metrics

For attack a,, define the success indicator

Iy = 1[(psafe(atv ge(a,)) = Tatk]- (14)

The attack success rate and robustness are

G
1
ASR=EZIt, 5 =1—ASR. (15)
t=1

RIRAG reports ASR against both a frozen reference
archive and the live archive. The frozen score supports
comparison across models and time. The live score
measures resistance to adaptive attacks discovered
during the current run. For corpus poisoning, RIRAG
also reports w*, the minimum injected-document
fraction required to exceed a predefined retrieval-
influence threshold [9].

Defense Feedback

Successful model attacks are added to the
adversarial partition of the Golden Evaluation Dataset.
Corpus and evaluator attacks become regression tests
for RIRAG itself. Human audits review sampled safety
judgments and prevent &g from becoming an

unchecked point of failure. The red-team loop therefore
extends the dual-closing process in Section 5.5.5:
discovered attacks are converted into future tests and
defensive training examples.

Operational Risk Model

Capability does not determine real-world risk by
itself. Risk also depends on whether an adversary is
likely to adopt the capabilty and, on the harm,
produced by successful use [21]. RIRAG therefore
combines capability, adoption, and impact into an
auditable score.

Capability

Let y denote a specific security-relevant capability,
such as exploiting a class of one-day vulnerabilities or
producing phishing content that evades a named filter.
The Evaluation Circuit estimates the capability score
Cap(x, ge) € [0,1] from tasks that instantiate y. Risk is
defined as

Risk(x, go) = Cap(x, ge) ACO) 1(0), (16)

where A(y) is adversary adoption and I(y) is impact.
All factors lie in [0,1]. The multiplicative form assigns
low risk when any required factor is near zero.

Adversary Adoption

Adoption estimates whether a rational adversary
would prefer the LLM-based method to the best
available baseline. We use

AQ) =a( Bo+ BrdcQo) + B4p (o)
+B3b (1)),

where o(z) =1/(1+e7%). The term Ac(y) is the
normalized cost advantage of the LLM method, 4Ap(x)
is its performance advantage over the baseline, and
b(xy) measures how strongly it lowers the expertise
barrier. The coefficients p; are calibrated using
observed behavior or structured expert elicitation.
RIRAG supplies measurable inputs such as latency,
token use, monetary cost, task success, and time-to-
exploit.

(17)

Impact

For capabilities that affect confidentiality, integrity,
or availability, impact is defined as

I(0) = ET(X)(WCIC +wil; + wyly), (18)

where I, 1,1, €[0,1] are consequence scores,
E(x) € [0,1] represents exposure or scalability, and Z
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normalizes the weighted sum to [0,1]. The weights
reflect organizational priorities. Non-CVE capabilities
can use an analogous harm taxonomy supported by
expert elicitation.

Aggregation and Uncertainty

A model’s risk profile is the set {Risk(x, gg): x € X}
for capability catalogue X. A scalar summary may be

reported as
Z wx = 1. (19)
X

Each input is estimated with uncertainty. Capability
intervals come from repeated evaluation and bootstrap
resampling; adoption and impact intervals come from
observed variance or expert disagreement. RIRAG
propagates these distributions through Eq. (16) using
Monte Carlo sampling and reports an interval rather
than a single point estimate. The coefficients and
weights remain governance choices; the framework
contributes the measurable structure, not universal
values.

Ran(ge) = Z w, Risk(x, gs),

XEX

Human-Al Teaming

Many deployed cybersecurity assistants support
analysts rather than act autonomously [1,40]. A
benchmark that evaluates only the model may
therefore miss its actual operational value. The
teaming track evaluates the analyst-model pair and
measures whether assistance improves speed,
accuracy, workload, and calibration.

Study Design

RIRAG uses a controlled within-subjects design.
Analysts, stratified by experience, complete
representative tasks such as alert triage, malware-
report summarization, and CVE-to-mitigation mapping.
Each participant works under at least two conditions:
unaided and aided by g4. A conventional baseline tool
may be added as a third condition. Task order and
condition order are counterbalanced to reduce learning
and ordering effects. Tasks are derived from STIX-
grounded benchmark material so that each final
decision has an expert-validated reference answer.
Any study involving human participants requires
institutional review and informed consent.

Teaming Metrics

Completion time. RIRAG records wall-clock time-
to-resolution and tests whether assistance reduces
time without reducing correctness.

Joint accuracy and uplift. Let Ay, Ay, and Ay,
denote team, human-only, and model-only accuracy.
Complementary uplift is

U = AH+M - maX(AH,AM). (20)

Positive U indicates that the team outperforms
both components individually.

Cognitive load. A validated instrument such as
NASA-TLX measures mental demand, effort,
frustration, and related workload dimensions after each
task.

Calibration and trust. RIRAG compares analyst
confidence with correctness to identify over-reliance
and under-reliance. Repeated sessions can also
measure how trust changes with experience [40].

Algorithm 7 Human—AI Teaming Evaluation

1 Require: participant u, tasks 7
2% Require: conditions C, model gp
33 Ensure: time, accuracy, workload, and

confidence records
4 T’ + CounTERBALANCE(T,C)
5 for all (T,c) € T' do
6: STARTTIMER()
7 PRESENTTASK(T, ¢)
8 if ¢ = model-assisted then

9: ENABLEASSISTANT(gp)

10: end if

11: Gy, 7 < COLLECTANSWER(U,T)
12: ly.7 < STOPTIMER()

13: Zy,T < SCORE(@y,T)

14: Wy, T  NASA-TLX()

15: ¢y, < CONFIDENCE(U)

16: end for

2 return participant records

Aggregate analysis uses a mixed-effects model with
evaluation condition as a fixed effect and participant as
a random effect. Results should report effect sizes and
confidence intervals, not only p-values.

Graph Retrieval and Active Learning

Dense retrieval is effective for semantic similarity
but may miss multi-hop relationships common in cyber
threat intelligence. RIRAG therefore augments vector
retrieval with a STIX knowledge graph and uses active
learning to allocate human-review effort.

STIX Graph Construction

STIX 2.1 bundles are naturally graph structured.
Vulnerabilities, attack patterns, threat actors, and
indicators form nodes, while STIX relationship objects
form typed edges. RIRAG merges validated packet-
level bundles into a graph G = (V, E). Entity alignment
combines exact identifiers, embedding similarity,
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provenance constraints, and human review for
ambiguous merges. Missing-relation prediction may be
used to propose edges, but proposed relations are not
treated as validated knowledge until they pass the
normal review process [49,50].

Hybrid Retrieval

For query q, let Rx(q) be the vector-retrieved
context defined in Section 5.4. Hybrid retrieval is

Chyp (@) = R (@) U N;,(G, A()), (21)

where A(q) maps the query to graph anchors and W,
returns their h -hop neighborhood. The vector
component supplies relevant text, while the graph
component supplies paths among entities and
relationships. The union is deduplicated and truncated
to the prompt budget. Graph consistency can also
identify generated relationships that are unsupported
by validated edges.

Review Prioritization

Let P be the set of packets awaiting possible
review. Each packet receives the acquisition score

a(p) = H(y()) + 2ad®, %) + 4,7 (p), (22)

where H measures uncertainty, d(p,%) measures
novelty relative to the knowledge base, and r(p)
measures risk relevance using Section 6.2. For a
confidence value y € (0,1), binary entropy is

H(y) = —ylogy — (1 — y)log(1 —y). (23)

Higher acquisition scores receive earlier review,
while a small random audit sample is retained to detect
systematic errors outside the prioritized set.

Algorithm 8 Active-Learning HITL Prioritization

Require: candidate packets P, review budget Bj

Require: weights Ag, A,
Ensure: reviewed packets P}
for all p in P do

up < H(y(p))

ny — d(p, K)

rp  r(p)

a(p) < up + Agny + Aprp
end for
10: P « Top(P, a, By)
11:  Pj < Pjunion AuditSample(P \ P)
12: for all p in P} do
13z p < HumanReview(p)

W 00 N O O W N

14: AppendTrainingSet(p)

15: end for

16:  UpdateThresholds(7-pass, Tfail, Ph)
17:  return P,

The realized review outcomes update the triage
thresholds in Eq. (7). This closes a second-order

feedback loop: RIRAG learns both from corrected
packets and from evidence about when its confidence
should trigger human review.

Implementation and Case Studies

This section translates RIRAG into a reproducible
system design. It describes the reference architecture,
data flow, deployment constraints, and audit records
needed to implement the framework. Section 7.5 then
illustrates the workflow through constructed examples.
These examples demonstrate system behavior but do
not report measured benchmark results.

Architecture

A reference RIRAG deployment contains seven
logical services connected through a durable message
bus. Ingestion connectors collect data from sources
such as the NVD API, MISP or STIX feeds, vendor
advisories, and internal SOC documents. Each item is
normalized into a Knowledge Packet containing source
provenance and a SHA-256 content hash. A durable
queue separates collection from downstream
processing and supports replay during recovery or
audit.

The Translator service hosts @,,., while the Validator
service hosts @,,,. The Validator queries both a vector
store and the STIX knowledge graph introduced in
Section 6.4. A web-based HITL console presents the
prioritized review queue and records structured
corrections. The Evaluation service launches
sandboxed BYOM containers, executes benchmark
tasks, and hosts the Evaluator and Red-Team agents,
&, and @..Ascheduler triggers retraining, evaluation,
and red-team campaigns. Table 6 gives one concrete
mapping from these logical components to
implementation technologies.

Table 6: Reference technology mapping for a RIRAG
instance.

Component Reference implementation

JSON-emitting connectors with provenance
and SHA-256 hashes

Durable queue or log with replay support

Ingestion

Message bus

Versioned LLM endpoints with task-specific

Agent services
prompts

HNSW approximate-nearest-neighbor index
using ¢

STIX 2.1 property graph with bounded-hop
queries

Vector store

Graph store

Web interface for prioritized review and

HITL console .
correction

Sandboxed BYOM execution, scheduling,

Evaluation and agent orchestration
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The architecture is substrate independent.
Components may be replaced provided that they
preserve the packet schema and interfaces defined in
Sections 5.5-5.6.

Data Flow

A packet follows the sequence

ingest — queue — translate
— validate - review — index/train.

(24)
Algorithm 1 formalizes this workflow.

Two consistency invariants are required. First, the
embedding invariant requires the same embedding
model ¢ for knowledge-base indexing and evaluation-
time query encoding. Achange to ¢ therefore requires
re-indexing, and every chunk records the embedding-
model version used to create it.

Second, the gold-isolation invariant prevents any
private or held-out Golden Evaluation Dataset item
from entering the training loop. Gold-derived artifacts
are tagged and excluded from the aggregation
performed by Algorithm 4. Continuous-integration
checks enforce both invariants because violating either
one can silently invalidate evaluation results.

Deployment and Scaling

GPU inference is likely to dominate automated
processing cost, while ingest-to-index delay
determines how quickly the system reflects new
intelligence. Translator and Validator workers are
stateless and can scale horizontally behind the queue.
Vector and graph stores can be partitioned by
collection, tenant, or entity range.

Human review does not scale through additional
compute. Its main control is the active-learning policy
in Section 6.4, which directs limited expert attention
toward uncertain, novel, or high-risk packets. A tiered
ingestion schedule is also useful: active-exploitation
alerts and high-priority vulnerability feeds can be
processed continuously, while lower-priority reports are
handled in batches. Retraining and large red-team
campaigns can run outside peak evaluation periods.

Reproducibility

Each reported result is linked to a reconstructable
set of artifacts: packet provenance and hashes, agent
and embedding-model versions, the Golden Dataset
snapshot identifier, the frozen red-team archive,
prompt and configuration versions, per-query outputs,
and bootstrap seeds. Private evaluation items need not

be disclosed, but their immutable snapshot identifiers
must be recorded. This makes a leaderboard result an
auditable experiment rather than an isolated score and
directly addresses the provenance and contamination
concerns in Section 4.

Case Studies

The following constructed cases illustrate how
information and decisions move through RIRAG. They
are workflow examples, not empirical results.

CVE Ingestion

An ingestion connector retrieves a newly published
remote-code-execution CVE affecting a widely
deployed web component. The connector wraps the
source record in a Knowledge Packet, records its
provenance and content hash, and places it on the
queue.

The Translator generates a question—answer pair, a
true/false statement, a concise summary, and an IoC
or TTP representation mapped to MITRE ATT&CK.
Self-consistency filtering removes an unstable
question—answer candidate. The Validator retrieves
related vulnerabilities, creates a STIX bundle, and
computes confidence using Eq. (6). Assume that the
evidence is well grounded but that an unusual affected-
version string lowers the novelty-coherence score. The
packet is therefore assigned to the review band by Eq.

(7).

The acquisition function in Eq. (22) prioritizes the
packet because it is uncertain, novel, and security
critical. A reviewer corrects the version range, verifies
the STIX relationships, and approves the packet.
Algorithm 4 then inserts the corrected knowledge into
the vector and graph stores and appends the reviewed
input—output pair to the training set. The final packet
remains linked to its source and complete review
history.

CTIl Model Evaluation

A vendor submits a BYOM container that passes
the interface and isolation checks. The framework
issues a Golden Dataset query asking which ATT&CK
techniques are associated with a specified threat actor
and which mitigations apply. It retrieves vector context
with  R; and expands the relevant graph
neighborhood using Eq. (21).

The prompt contains the query, the retrieved prose,
and graph-derived relationships. The submitted model
returns an answer and source references. The
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Evaluator Agent decomposes the answer into claims
and computes faithfulness, answer relevance, and
factual correctness using Egs. (9)—(12). A claimed
actor—technique relationship that is absent from both
the retrieved text and graph is marked unsupported.
Per-claim scores are retained for diagnosis and later
aggregated across repeated runs with confidence
intervals.

Retrieval Poisoning

The Red-Team Agent generates documents that
promote a false mitigation and optimizes them for
similarity to likely queries, following the threat
demonstrated by PoisonedRAG [9]. The documents
enter through a simulated untrusted feed.

During validation, the proposed mitigation conflicts
with trusted knowledge. The consistency score v, falls,
and the geometric aggregation in Eq. (6) drives the
overall confidence below the acceptance threshold.
The packets are routed to human review rather than
indexed. The framework records the attack, its
poisoning budget 7*, and the originating source. If no
trusted contradiction were available, audit sampling
and human review would provide the remaining
detection boundary.

Risk Scoring

The operator evaluates the capability y defined as
autonomously exploiting a specified class of one-day
vulnerabilities from public descriptions. The Evaluation
Circuit estimates Cap(y,gg) from repeated task
outcomes. Eq. (17) estimates adoption using
measured cost, time-to-exploit, performance uplift over
a baseline, and reduction in required expertise. Eq.
(18) estimates impact from confidentiality, integrity,
availability, and exposure.

The framework combines these factors using Eq.
(16) and propagates their uncertainty through Monte
Carlo sampling. This procedure can distinguish models
with similar task success but different costs,
accessibility, or likely consequences. It therefore
reports operational risk rather than capability alone.

Failure Diagnostics

Section 4 identified a basic limitation of aggregate
scores: they show that a model failed, but rarely explain
why. RIRAG addresses this problem through a
structured execution log. For each evaluated query, the
log records the retrieved context, generated answer,
metric vector, evaluator decision, and an attributed

failure category. The resulting record turns a

leaderboard score into a diagnostic signal.

Failure Taxonomy

RIRAG assigns unsuccessful outputs to one of six
categories. The taxonomy reflects the main stages of a
RAG pipeline—retrieval, knowledge coverage,
reasoning, instruction following, grounded generation,
and tool execution. Human auditors review a sample of
the assigned labels and may revise them when the
automated attribution is uncertain. Table 7 summarizes

the categories and their operational implications.

Table 7: Failure modes

execution log.

recorded in

the RIRAG

Failure mode

Detection signal

Corrective action

Retrieval miss

Required gold context
is present in the
knowledge base but
absent from the
retrieved set; context
recall is low (Eq. (11)).

Revise the
embedding or index;
adjust retrieval depth
or graph expansion.

Required evidence is

Acquire and validate

faithfulness is low
(Eq. (9)).

absent from both the the missing
Knomgedge retrieved set and the knowledge through
9ap current knowledge the Knowledge
base. Circuit.
Relevant evidence is
. retrieved, but the Use_ targeted
Reasoning conclusion is reasoning data and
error audit the structured
unsupported or 8
. . . execution trace.
logically inconsistent.
The response .
Prompt addresses the wrong . Clarlfy task
. ) N instructions and
misinterpretati | task or sub-question; . . )
] improve instruction
on answer relevance is tunin
low (Eq. (10)). 9-
One or more claims Strengthen
are unsupported by . .
Hallucination the supplied context; grounding con§tralnts
’ and penalize

unsupported claims.

Tool or format
error

The model violates
the output schema,
produces invalid
arguments, or fails to
complete a required
tool call.

Repair the interface
contract and add
tool-use training

examples.

Diagnostics Use

The Evaluator Agent performs the initial attribution,
and human reviewers audit a sample of its labels. Each
label is stored with the raw metrics and execution
artifacts. Aggregating these records over the Golden
Evaluation Dataset produces a failure profile: the
proportion of failures assigned to each category.
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This profile distinguishes models that appear similar
under aggregate accuracy. One model may fail mainly
because relevant evidence was not retrieved,
indicating an integration problem. Another may receive
the correct evidence but draw the wrong conclusion,
indicating a model-capability problem. The required
interventions are different.

The same profile also guides RIRAG’s internal
feedback loops. A growing share of knowledge-gap
failures suggests that ingestion is not keeping pace
with the threat landscape. A rise in reasoning errors
suggests that retraining should emphasize multi-step,
evidence-based tasks. Diagnostic logging therefore
supplies a control signal to the dual-closing loop in
Section 5.5.5, rather than merely producing a post-hoc
explanation.

Diagnostic Example

Consider the CTI query in Case Study 2 (Section
7.5). Suppose a submitted model recommends a
plausible but incorrect mitigation. The correct evidence
was included in the retrieved subgraph, so context
recall remains high. The mitigation claim is
nevertheless unsupported by that evidence, producing
a faithfulness violation. RIRAG therefore records a
hallucination rather than a retrieval miss.

The distinction matters operationally. Expanding the
knowledge base would not correct this failure because
the model already received the necessary evidence. A
deployment team should instead place greater weight
on faithfulness and examine whether the model follows
grounding instructions under high-stakes conditions. A
single accuracy score would not expose this difference.

Deployment and the Attack—-Defense Landscape

Deployment Scenarios

RIRAG exposes several configurable operating
points: the triage thresholds 7., and tg,; from Eq.
(7), the human-review budget B, the metric weights
A, from Eq. (13), and the red-team budget G. Their
settings should reflect the deployment context rather
than a universal default.

Managed Cloud SOC

A managed detection-and-response provider may
use RIRAG to compare assistants used by security
analysts. Such a deployment places strong emphasis
on liveness and faithfulness because intelligence
changes quickly and unsupported recommendations
can affect active investigations. The operator may

therefore select a high pass threshold, allocate
substantial expert-review capacity, assign greater
weight to faithfulness, and run frequent adversarial
evaluations. The human-Al teaming track in Section
6.3 is especially relevant because the deployed unit is
the analyst-model team rather than the model alone
[40].

Air-Gapped Infrastructure

An industrial-control operator may receive
intelligence through periodic, vetted transfers rather
than continuous external feeds [37]. In this setting,
update frequency is lower, but provenance and
robustness requirements are stricter. Every imported
item should be traceable, and the offline corpus should
be tested for poisoning before it is admitted.

The operator may also assign greater weight to
availability impact I, when computing Impact(y) in
Eq. (18). A larger human-review fraction and more
aggressive corpus-poisoning tests may be justified
when the cost of an incorrect recommendation is high.

Benchmark-as-a-Service

A neutral organization operating RIRAG as a public
benchmark prioritizes standardization, reproducibility,
and contamination resistance. It can freeze a public
reference set and red-team archive for longitudinal
comparison while rotating a private freshness partition
to limit memorization. The embedding model, evaluator,
prompt templates, and software versions should be
fixed for each benchmark release.

Results should include uncertainty intervals and
per-category failure profiles, not only a composite rank.
Risk-model coefficients should also be disclosed when
risk scores are published. These choices make the
operating point visible and allow users to judge whether
the benchmark matches their intended deployment.

Attack—Defense Landscape

RIRAG combines retrieval, generation, automated
judging, model updates, and external data ingestion. It
therefore inherits the attack surfaces of each
component. Table 8 maps the main attack classes to
the framework mechanisms intended to reduce their
effect. The mapping supports a defense-in-depth
position: no single safeguard is sufficient, and
evaluation infrastructure must itself be treated as part
of the security boundary [51-53].

The listed controls reduce risk but do not establish
immunity. Their effectiveness must be measured under
adaptive attacks and reviewed as the framework,
models, and threat landscape change.



72 Journal of Cybersecurity, Digital Forensics, and Jurisprudence, 2026, Vol. 2

Table 8: Attack classes and corresponding RIRAG mitigations.

Prasad et al.

Attack class Representative work RIRAG mitigation
Direct jailbreak [7,25] Adaptive red-team loop and hardened evaluation prompts.
Indirect prompt injection [6,8] Delimited context, instruction isolation, and judge-injection tests.
Retrieval poisoning [9,27] Provenance tracking, consistency scoring, quarantine, and HITL review.
Adaptive evasion [26] A continuously updated adversarial archive with frozen and live evaluations.
Fine-tuning poisoning [28] Gold-set validation, deployment gates, and rollback of regressive updates.
Autonomous exploitation [14,15,54] Controlled capability evaluation and FrJlrsolézgﬂrrg;g without releasing operational attack

Empirical Validation Protocol

This section defines a preregistrable, falsifiable
protocol for testing the claims made by RIRAG. It is the
empirical companion to the analytical contributions of
this article: executing it is the scoped future work by
which the framework stands or falls. It does not
substitute planned measurements with illustrative
numbers. Instead, it states falsifiable hypotheses,
required baselines, and confirmatory analyses so that
a later implementation can be evaluated reproducibly.

Hypotheses

H1 Liveness. Performance on a private freshness
partition containing recently disclosed threats will be
lower than performance on an older partition, and the
difference will be underestimated by a contaminated
static benchmark.

H2 Diagnostic value. Interventions matched to an
attributed failure category will reduce that category
more than unmatched interventions. Adding missing
knowledge, for example, should reduce knowledge-
gap failures more than reasoning errors.

H3 Self-improvement. Under a stable input
distribution, the human-review rate h, will decline
across update epochs without reducing performance
on the held-out gold set.

H4 Adaptive robustness. For the same model,
attack success rate against the live archive will exceed
attack success rate against the frozen reference
archive.

H5 Risk discrimination. Risk-based rankings will
differ from capability-only rankings when models have
materially different adoption costs or when the
evaluated capabilities have different impacts.

H6 Teaming effect. For pre-specified SOC tasks,
model assistance will change analyst accuracy,
completion time, or cognitive load relative to the

unaided condition. The direction and size of each effect
will be reported rather than assumed.

Datasets, Baselines, and Metrics

The Golden Evaluation Dataset is divided into a
public, frozen comparability partition and a private,
rotating freshness partition. The study should include
proprietary and open models spanning a meaningful
capability range. A retrieval-only baseline isolates
retrieval performance, while a closed-book baseline
measures behavior without access to the curated
knowledge base. Where practical, a conventional non-
LLM security tool should be included as an operational
baseline.

Primary outcomes include the retrieval and
generation metrics in Table 5, attack success rate from
Eq. (15), risk from Eq. (16), review rate h;, and the
teaming measures defined in Section 6.3. Metrics
should be reported with bootstrap confidence intervals

over queries and repeated runs.

Table 9: Validation roadmap for the RIRAG hypotheses.

Manipulation or . .
Hyp measurement Confirmatory analysis
Compare recent and Paired estimate of the
H1 aged partitions, then freshness gap and its
repeat on the static set. confidence interval.
Apply knowledge and . I
H2 reasoning interventions to _Test the |nterv<?nt|on b_y
. . failure-category interaction.
categorized failures.
Run the dual-closing loop Es_tlmate the tre_nd in h.t
subject to a non-inferiority
H3 across several update
guard on gold
epochs.
performance.
Evaluate each model Paired within-model
H4 against frozen and live difference in attack
attack archives. success rate.
Compute capability and Rank correlation with
H5 risk rankings for the same analysis of materially
catalogue. divergent cases.
Conduct a Mixed-effects analysis of
H6 counterbalanced, within- | accuracy, time, and NASA-
subjects teaming study. TLX outcomes.
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Validity Controls

The analysis plan should be preregistered to limit
post-hoc selection. The teaming study should
counterbalance task order and assistance condition.
Model, evaluator, prompt, embedding, and index
versions must be pinned for each run, and the gold-
isolation invariant from Section 7 must prevent
evaluation items from entering the training loop.

Provider-hosted models may change without
retaining the same public name. Each result should
therefore record the provider, exact model identifier,
access date, decoding parameters, and relevant
endpoint version. Repeated runs and uncertainty
intervals do not remove model stochasticity, but they
prevent a single realization from being reported as a
stable ranking.

Related Work and Positioning

RIRAG draws from several research areas:
foundation-model evaluation, retrieval-augmented
generation, agentic systems, adversarial robustness,
machine learning for security, threat-intelligence
processing, and human—Al collaboration. This section
positions the framework within those areas and
distinguishes the components it adopts from the
mechanisms it combines or extends.

Foundation Models

Transformers [55] and large-scale pre-training [56—
60] established the Ilanguage and reasoning
capabilities now applied to cybersecurity. Instruction
tuning and preference-based optimization further
improved task following and behavioral alignment [61—
68]. Open-weight LLaMA models [69,70], large
proprietary families such as PaLM [71], and parameter-
efficient methods including LoRA and QLoRA [72,73]
made domain adaptation increasingly practical.

Scaling studies [74,75] and reports of emergent
behavior [76,77] also exposed a central evaluation
problem: capability cannot be inferred reliably from
model size or training loss and must be measured
directly [78,79]. General benchmarks such as GLUE,
SuperGLUE, MMLU, BIG-bench, AGIEval, and MMLU-
Pro [17,18,80-83], together with reasoning, coding,
and truthfulness suites [84-90], provide useful
evaluation patterns but also illustrate saturation and
contamination risks. Domain benchmarks in law and
medicine [91,92] support the case for similarly
specialized cybersecurity evaluation.

RIRAG’s Evaluator Agent follows work on LLM-
based judging, including MT-Bench and Chatbot Arena
[93], while its claim-level checks are related to
reference-free factuality methods such as FActScore
and SelfCheckGPT [94,95]. RIRAG differs by treating
the judge as part of the attack surface and subjecting
its decisions to audit and adversarial testing.

RAG and Security

RIRAG builds on retrieval-augmented generation
[96-99], dense and late-interaction retrieval [100,101],
and approximate-nearest-neighbor indexing [102,103].
Reflective and retrieval-controlled variants [104,105],
RAG surveys [23,106], and RAGAS [24] inform the
framework’s iterative workflow and evaluation metrics.

Retrieval also creates security risks. Corpus
poisoning and knowledge-corruption attacks can steer
generation without modifying model parameters
[9,27,107,108], while certified or filtering-based
defenses seek to bound that influence [109]. RIRAG
therefore treats ingestion, validation, and indexing as
security-sensitive operations rather than neutral
preprocessing steps. Provenance records, confidence-
based triage, human review, and corpus-focused red
teaming are used together because no single control
eliminates the poisoning surface.

LLM Agents in Cybersecurity

Reasoning-and-action loops, tool use, reflection,
and multi-agent coordination provide the technical
basis for agentic systems [110-117]. General agent
benchmarks such as Agent Bench [118] measure this
broader capability, while cybersecurity studies examine
website exploitation [119], one-day and zero-day
vulnerability exploitation [14,15], guided attack
execution [120], penetration testing [16,121], and
coordinated vulnerability discovery [54].

Prompt-injection benchmarks for tool-using agents,
including InjecAgent and AgentDojo [122,123], are
especially relevant to RIRAG because submitted
models, retrieved documents, and evaluation prompts
can all carry adversarial instructions. Surveys of
agentic cyber capability [13,124] further motivate the
framework’s  distinction between demonstrated
capability and operational risk.

Jailbreaks and Red Teaming

A large body of work shows that aligned models
remain vulnerable to jailbreaks, optimization-based
attacks, role-play, obfuscation, and adaptive search
[7,125-133]. Prompt injection extends this threat to
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applications that combine models with external data
and tools [6,8,134-137]. Work on extraction,
memorization, and adversarial triggers shows that risk
can also originate in training data and learned
representations [138-140]. Adaptive attacks are
particularly important because they can invalidate
conclusions drawn from fixed defenses [26].

Automated red-teaming methods [48,53,141-144]
and standardized suites such as Jailbreak Bench and
Harm Bench [25,145,146] inform RIRAG’s evolving
attack archive. Defensive methods, including input
transformations, randomized smoothing, certification,
and safety classifiers [147—150], inform its mitigation
and regression-testing layers. Harm taxonomies [151]
support attack categorization, while hallucination
surveys [152,153] motivate the framework’s
faithfulness and factuality checks.

Machine Learning for Security

RIRAG also inherits methodological lessons from
machine learning for security. Early work warned that
closed-world evaluation often fails to represent
deployment conditions [154]; later guidance
documented recurring errors in dataset construction,
experimental design, and interpretation [155,156].
These concerns motivate RIRAG’s emphasis on
provenance, fresh data, held-out evaluation,
uncertainty  reporting, and deployment-specific
operating points.

Intrusion-detection and malware research provides
both useful data and cautionary examples. Widely used
datasets [157-160], malware models [161,162], and
surveys [163,164] demonstrate the value of learned
security systems but also their sensitivity to distribution
shift and adversarial preprocessing [165]. Phishing
detection [166] further illustrates how automation can

improve defense while simultaneously lowering the
cost of scalable attacks, a trade-off captured by
RIRAG’s adoption and impact factors.

Code Security and Threat Intelligence

RIRAG’s applied evaluation partitions draw on
neural vulnerability detection [167—171], code-focused
pre-trained models [172-177], and studies of LLM-
assisted secure coding and repair [178-182]. This
literature supplies task formats and known failure
modes, including insecure generation, weak
localization, and sensitivity to superficial code changes.

The knowledge-graph extension builds on
automated threat-intelligence extraction, attack-graph
construction, and provenance reasoning [49,50,183—
188]. MITRE ATT&CK [189] provides the shared
vocabulary used to connect threat actors, techniques,
indicators, and vulnerabilities within the STIX-based
graph.

Human-Al Security Operations

The teaming track is informed by research on
complementary  human-Al performance  [46],
overreliance and cognitive forcing [47], and broader
empirical reviews of human—Al decision making [190].
Security-operations studies document alert fatigue
[191,192], SOC organization [193], and emerging
patterns of LLM use by analysts [40]. These findings
support evaluating analyst-model teams rather than
assuming that standalone model accuracy predicts
operational benefit.

Recent cybersecurity-focused LLM  surveys
[51,52,194—-200] describe rapidly expanding offensive,
defensive, and evaluation applications. Within the
literature surveyed in this article, these elements are
usually studied separately. RIRAG’s contribution is

Table 10: Positioning of RIRAG relative to representative evaluation frameworks. A check mark denotes explicit support,
~ partial support, and an em dash no primary support.

Framework Living Diagnostic

Risk Teaming

Adversarial Self-update

CSEBenchmark [4] — N

VulDetectBench [33] — ~

SecLLMHolmes [20] — ~

NYU CTF / Cybench [35,39] — ~

PentestGPT [16] — —

CTIBench / CTlArena [5,36] — ~

CyberSOCEval [1] ~ ~

NetSPI [38] — —

Risk-aware critique [21] — —

RIRAG v v
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their integration into one auditable workflow that
combines continuously updated knowledge, diagnostic
evaluation, adversarial self-testing, human review, risk
estimation, and human-Al teaming analysis.

Positioning RIRAG

RIRAG incorporates tasks and insights from
existing cybersecurity benchmarks rather than
replacing them. Its main contribution is to place those
evaluations inside a living, risk-aware, and
adversarially tested workflow. Table 10 summarizes
this relationship across the dimensions identified in
Section 4.

Existing Benchmarks

Knowledge-oriented benchmarks provide reusable
task formats and taxonomies. CSEBenchmark,
CyberMetric, SecBench, and CS-Eval can inform the
knowledge partition of the Golden Evaluation Dataset
[4,30-32]. Applied benchmarks provide templates for
specialized partitions. VulDetectBench contributes
progressively difficult code-analysis tasks, while
SecLLMHolmes  contributes  robustness-oriented
transformations [20,33]. NYU CTF Bench and Cybench
provide interactive tasks whose success measures can
inform the capability term in the risk model [35,39].
CTIBench and CTlArena contribute CTl tasks that align
naturally with RIRAG’s STIX-structured knowledge
[5,36].

RIRAG hosts these task families within a common
pipeline that controls freshness, records uncertainty,
separates the evaluator from the model under test, and
connects capability measurements to operational risk.

Distinctive Contributions

Within the frameworks surveyed here, RIRAG
differs in three respects. First, it closes the evaluation
loop. Validated knowledge updates the retrieval
substrate, while reviewed corrections can improve the
framework’s internal agents. Second, it operationalizes
risk by combining capability, adversary adoption, and
impact with explicit uncertainty, extending the
conceptual argument in [21]. Third, it treats the
benchmark infrastructure as part of the attack surface.
The Red-Team Agent tests not only submitted models
but also the retrieval corpus and evaluation path,
building on evidence from robustness, poisoning, and
adaptive-attack research [9,20,26,38].

Broader Context

RIRAG connects several active research directions.
Surveys organize attacks, defenses, and security

controls for LLM systems [51,52]. Other work studies
autonomous exploitation and agentic offensive
capability [13—-15,54,124,201]. Automated red-teaming
has produced adaptive and quality—diversity methods
[25,48,53], while RAG evaluation research has
developed metric suites and evaluation taxonomies
[23,24]. Cybersecurity fine-tuning studies also expose
tensions between task performance and safety [28].

RIRAG integrates these strands into one evaluation
architecture: RAG metrics assess grounded generation,
red-team search probes adaptive failure, STIX data
support structured CTI reasoning, and the risk model
connects measured capability to likely operational
consequence.

DISCUSSION AND FUTURE WORK
Limitations

The most important limitation is scope: this article
specifies and analyzes the framework but does not
implement or empirically validate it. All claims about
RIRAG’s effectiveness are therefore design arguments
derivations from documented failure modes (Section
4.5) and established evaluation theory (Section 5.1)
rather than measured results. Section 9 converts those
arguments into falsifiable hypotheses with named
datasets, baselines, and analyses precisely so that this
gap can be closed by future experimental work.

RIRAG inherits the weaknesses of its components.
The Translator, Validator, Evaluator, and Red-Team
agents are all fallible. Self-consistency, confidence
scoring, held-out validation, and human review reduce
error but cannot remove it, and each safeguard adds
computational or labor cost.

The Evaluator Agent is independent of the model
under test, but independence does not make it
objective. It may contain systematic bias, miss subtle
factual errors, or be manipulated by candidate content.
Hardened prompts and periodic human audits
therefore provide risk reduction rather than proof of
correctness.

The risk model also depends on estimated adoption
coefficients and impact weights. Reporting uncertainty
makes those assumptions visible, but it does not
eliminate subjectivity. Human review presents a similar
trade-off: it is the framework’s main trust anchor, yet
also its largest scaling constraint and a possible source
of inconsistent judgments. Active learning concentrates
expert effort where it is most useful, but expert labor
remains necessary.
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Threats to Validity

Construct validity. Faithfulness, robustness, and
risk are represented through measurable proxies.
These proxies may omit relevant behavior or become
targets for optimization. RIRAG addresses this concern
through  multiple metrics, diagnostic logging,
adversarial evaluation, and human audit, but construct
validity must still be tested empirically.

Internal validity. The framework contains several
interacting components. A change attributed to retrieval,
retraining, or graph augmentation may instead arise
from another part of the pipeline. The modular
interfaces and execution logs support controlled
ablations, but they do not replace them.

External validity. The worked case studies
demonstrate workflow and interfaces, not predictive
validity in operational deployments. Whether RIRAG
scores correspond to incident reduction, analyst
performance, or attacker adoption remains an open
empirical question.

Reproducibility. Stochastic generation prevents
exact reruns even when prompts and model versions
are fixed. RIRAG records versions, seeds, raw outputs,
and score distributions, and reports confidence
intervals rather than single values. Residual variability
remains and should be treated as part of the result.

Ethical and Dual Use

RIRAG is itself dual-use. The Red-Team Agent
generates adversarial inputs, and the risk model
identifies capabilities with high misuse potential. These
functions can strengthen defenses, but they may also
expose operational attack patterns or lower the cost of
misuse if released without safeguards.

Responsible operation therefore requires access
controls for adversarial archives, review of human-
subjects studies, governance for risk-model inputs, and
restraint when publishing exploit details. High-risk
artifacts should be shared according to demonstrated
defensive need rather than by default. The framework
should also record who can access attack data and
how those data are used.

Cybersecurity fine-tuning can introduce an
additional safety—performance trade-off [28]. Training
on offensive security data may improve domain
performance while weakening broader safety behavior.
RIRAG’s held-out validation and rollback gate are
intended to detect such regressions, but they cannot

guarantee that every harmful behavioral change will be
observed. Ethical controls are therefore part of the
evaluation design, not an external administrative layer.

Future Directions

The framework and analysis above suggest a
focused research agenda. The priorities below follow
the same dimensions used in our gap analysis, but
recast them as problems that can be tested empirically.

Living Benchmarks

The Knowledge Circuit makes continuous updating
technically possible, but several questions remain
unresolved. The first is freshness: how quickly must
new intelligence move from ingestion to evaluation for
a benchmark to test reasoning about an emerging
threat before that threat becomes widely documented?
The second is comparability. A benchmark that
changes over time must preserve stable reference
partitions while maintaining a rolling live set, otherwise
scores from different dates cannot be interpreted
together. The third is contamination. Private items may
eventually enter training corpora, so benchmark
operators need methods for detecting and accounting
for prior exposure.

Promising directions include contamination
canaries, time-stratified evaluation relative to a model’s
training cutoff, and cryptographic commitments to
hidden gold sets. Such commitments would permit later
verification of an evaluation snapshot without
disclosing its contents in advance.

Risk-Model Validation

The model in Section 6.2 defines a computable risk
structure, but its adoption coefficients and impact
estimates require empirical calibration. Future studies
should compare predicted adoption with observed
attacker behavior, including when threat actors select
LLM-based methods instead of established tools.
Impact mappings should likewise be tested against
incident data and organizational loss models.

Surveys of agentic offensive capability [13,124]
provide an initial evidence base, but reliable calibration
will require collaboration with organizations that
observe real misuse. Governance is inseparable from
this process. Institutions must document who sets
capability priorities, how elicited inputs are reviewed,
and how risk scores influence procurement, access
control, or deployment decisions.
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Teaming Evaluation

The teaming track in Section 6.3 should be tested
with larger and more diverse analyst populations.
Longitudinal studies are especially important because
trust, reliance, and working practices change as
analysts gain experience with a model [40]. Open
problems include designing tasks that remain
operationally realistic while still being reproducible,
controlling model-version changes during long studies,
and defining metrics that transfer across SOCs with
different staffing and maturity levels.

A further measurement question concerns the
meaning of uplift. Short-term task improvement may
not capture learning, deskilling, or overreliance that
develops over months. Future evaluations should
therefore distinguish immediate assistance from
longer-term changes in analyst capability.

Robustness Standards

Section 6.1 treats robustness as a continuously
measured property. Comparable reporting, however,
requires shared adversarial archives and common
conventions for frozen-archive ASR, live-archive ASR,
poisoning budgets, and judge-injection rates. These
artifacts should be versioned and accompanied by
transfer tests against previously unseen attacks.

The central lesson of adaptive-attack research is
that defenses must be evaluated against an attacker
who observes and responds to them [26]. This should
become a routine expectation for cybersecurity
benchmarks rather than an optional stress test.

Academia-Industry Collaboration

Operationally realistic benchmarks depend on data
about attacker behavior, defender workflows, and
deployment constraints that are often held by industry.
Academic groups, by contrast, usually provide the
methodological controls needed for valid evaluation
[21]. Shared-task competitions, research consortia,
and privacy-preserving data-access agreements could
help bridge this divide. RIRAG’s provenance and audit
mechanisms provide one possible foundation for

controlled, accountable sharing of operational
evidence.
CONCLUSION

This article examined the development of LLM
cybersecurity benchmarks from knowledge-oriented
tests to applied evaluations of vulnerability analysis,
offensive operations, and threat intelligence, and then

to emerging frameworks concerned with risk and
usability. Across these settings, a consistent limitation
appears: models often demonstrate broad factual and
conceptual knowledge while remaining weaker on
procedural execution, causal reasoning, semantic code
analysis, and adversarial robustness.

We identified five gaps in current evaluation
practice: the separation between capability and
operational risk, limited failure diagnostics, weak
coverage of human-Al teaming, staticity and
contamination, and insufficient testing of the
benchmark infrastructure itself. These gaps make it
difficult to determine not only whether a model can
complete a task, but whether its behavior is
dependable, useful, and safe in practice.

RIRAG addresses these problems through two
coupled feedback systems. The Knowledge Circuit
ingests, validates, and indexes current cybersecurity
intelligence while producing reviewed data for agent
improvement. The Evaluation Circuit tests submitted
models with held-out tasks, retrieval- and generation-
specific metrics, diagnostic logging, uncertainty
estimates, and an independent evaluator. Four
extensions add continuous adversarial testing, an
operational risk model, a human—Al teaming track, and
hybrid graph retrieval with active-learning review. The
implementation blueprint and worked cases specify
how these components can be built and evaluated
without presenting unmeasured performance claims as
results.

The framework remains a research design rather
than a validated production system. Its central proposal
is therefore methodological: cybersecurity evaluation
should move beyond the question of whether a model
can perform an isolated task. It should also measure
how current the evidence is, why failures occur, how an
adaptive attacker changes the result, what risk follows
from successful use, and whether the model improves
the performance of a human team. Establishing those
properties is necessary before LLM-based security
systems can be treated as trustworthy operational
partners.
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APPENDIX A: NOTATION

Table 11 summarizes the notation used in Sections 5-6.4.

Table 11: Summary of notation.

Symbol Meaning
K ={c}¥, Indexed knowledge base containing N chunks.
o, e; Fixed embedding model and chunk embedding, where e; = ¢(c;).
p Knowledge Packet (id, m,7,T, S, v).
Dy Doaly, Doy Translator, Validator, and Evaluator agents.
Py, Psate Red-Team Agent and safety judge.
Vs Ygr Yer Yn Composite, groundedness, consistency, and novelty scores.
Tpasss Trail» Tatk Triage and attack-success thresholds.
Dy Golden Evaluation Dataset {(q;,a;, C;)}L,.
Jo Model under test.
R (q) Operator returning the K highest-scoring knowledge chunks for query gq.
Cap, Adopt, Impact, Risk Capability, adoption, impact, and risk functions.
G, L STIX knowledge graph and red-team attack archive.
a(p) Active-learning acquisition score for packet p.

APPENDIX B: GLOSSARY OF ACRONYMS

Table 12: Acronyms used in this article.

Acronym Expansion
ANN Approximate Nearest Neighbor
ASR Attack Success Rate
ATT&CK Adversarial Tactics, Techniques, and Common Knowledge
BYOM Bring Your Own Model
CTI Cyber Threat Intelligence
CVE Common Vulnerabilities and Exposures
CVSS Common Vulnerability Scoring System
CWE Common Weakness Enumeration
HITL Human-in-the-Loop
HNSW Hierarchical Navigable Small World
ICS Industrial Control System
loC Indicator of Compromise
LLM Large Language Model
MCQ Multiple-Choice Question
NVD National Vulnerability Database
QA Question—Answer
RAG Retrieval-Augmented Generation
RIRAG Reflective and Iterative Retrieval-Augmented Generation
SOC Security Operations Center
STIX Structured Threat Information Expression
TTP Tactics, Techniques, and Procedures
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